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 Information is a vital thing that needs to be secured and well protected during 

transmission between two or more parties over the internet. This can be 

achieved by steganography technology. Steganography is the concealing 

science in which the information is concealed inside other information in a 

way that the concealed information cannot be detectable by the human eye. 

Many ways are available to hide data inside a cover media for example text, 

image, and audio steganography, but image steganography is the most 

utilized technique among the others. Secure image steganography has a high-

security level than traditional technique by combining steganography with 

cryptography due to encrypting secret information by cryptography 

algorithm before embedding it into the cover media by steganography 

algorithm. In this paper, a systematic review has been presented about secure 

image steganography and its renowned types. Many researchers proposed 

secure image steganography by using various cryptography and 

steganography algorithms which have been reviewed. The least significant 

bit ‘LSB’ was the renowned steganography algorithm which has been used 

by researchers due to its simplicity, while various cryptography algorithms 

like advanced encryption standard (AES) and blowfish have been used to 

propose secure image steganography in the reviewed papers. The comparison 

among the reviewed papers indicated that the LSB with hash-RSA gave a 

greater peak signal-noise ratio ‘PSNR’ value than the others which was 

74.0189 dB. 
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1. INTRODUCTION 

The fast technology development and automated life elevated the prerequisite for an additional 

security level. All over the globe, security is a growing requisite because a lack of security can result in great 

damage [1], [2]. The internet and technology are enhanced rapidly day by day. Every day a huge amount of 

data and information are moved to the internet so providing security for sensitive information is extremely 

important. Secured communication is an important issue for a long time. Two main techniques are used for 

providing security, namely, Cryptography and Steganography. A technique that has been created for securing 

the data is known as Cryptography and several various techniques have been improved to encrypt or encode 

and decrypt or decode data to provide safety for the information in terms of content not the existence of data 

that is not enough. Another technique that has been created for protecting and hiding the message's existence 

https://creativecommons.org/licenses/by-sa/4.0/
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is called Steganography. It is the art, science, and technique utilized for hiding the existence of secret 

information. Steganography and Cryptography are two different techniques that provide security, in 

cryptography the contents of secret data are kept whereas in steganography the existence of secret 

information is kept. As a result, steganography is more secure than cryptography [3]. Steganography is a 

Greek word that means ‘secure writing’. A technique which is used to hide information inside information is 

known as Steganography which was practiced during the prehistoric time [4]. The major aim of 

steganography is to conceal the information inside information in an approach that is unnoticeable by the 

eyes of humans [5]. The information is text, image, audio, or video. Steganography has five types like text, 

image, audio, video, and protocol [6].  

The types rely on the medium that is used as a carrier. First, a technique that is utilized to hide a 

secret message inside a text message is known as text steganography. It can be obtained by changing the 

format of the text. This type is not used often because the amount of redundant data is extremely small. 

Second, image steganography means that secret information is hidden inside an image medium. In this type, 

a digital image is used to cover a secret message by using an algorithm with the secret key. It works with a 

different domain such as the Image domain, Transform domain. Third, when audio is used as a carrier then it 

is called audio steganography. LSB coding, Parity coding, Phase coding, Spread Spectrum, and Echo Hiding 

are the main audio steganography methods. Fourth, a technique which hides any file types in any video file 

extension is called video steganography. In other words, the video is taken as a cover in video steganography 

[7]. Ultimately, a technique which embeds secret information within network protocols such as TCP/IP is so-

called protocol steganography. The secret message is concealed in the TCP/IP packet header. Nowadays, 

Image Steganography is the most widely used type. In this type, the image is utilized as a carrier to conceal 

the secret data. Many techniques are used in image steganography, but the most common are spatial domain, 

Transform domain, spread spectrum, patchwork, etc [8].  

The main aim of this study is to present a comprehensive survey about a proposed secure image 

steganography system which is based on a combination of a cryptographic algorithm with a steganographic 

algorithm and compare among the relevant up-to-date research papers available in this area. The other parts 

of this study are structured as follows: in section 2 literature review has been presented about the most related 

papers in this field. Image steganography and its types have been discussed in section 3. Section 4 is about 

image steganography in the spatial and transform domain. Evaluation criteria were drawn in section 5 and a 

comparison between the reviewed papers was revealed in section 6. Ultimately, the conclusion was drawn in 

section 7. The categories of Steganography are shown in Figure 1. 

 

 

 
 

Figure 1. Steganography categories [8] 

 

 

2. LITERATURE REVIEW  

Many researchers worked in this field and proposed secure image steganography to provide high-

level security by combining steganography and cryptography technology. Some of these up-to-date relevant 

researches are reviewed as enlisted as following: 

According to Kumar et al. [9], this study presented an embedding technique by using a hash 

function and Rivest Shamir Adelman ‘RSA’ algorithm for encoding data to send secret information in a 

trustworthy way via an unsecured channel like the Internet. Then, the encoded data has been embedded by 

the LSB algorithm. The proposed system’s performance has been evaluated by comparing it with the 

traditional LSB algorithm. The experimental outcomes have shown that the proposed system was efficient 

because it gave a satisfying value of both mean secure error ‘MSE’ and peak signal-noise ratio ‘PSNR’ for 

stego images. 

Sharma et al. [10] recommended a method by joining both cryptography and steganography 

technology. Blowfish algorithm has taken as cryptography and LSB as steganography technique. First, the 
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secret message is encoded by the Blowfish algorithm. After that, the encrypted secret message is hidden by 

the LSB algorithm. The concatenation between these two methods gives a higher level of data security. This 

system is measured as a very secure system because it is tough for the intruders to recover the hidden image.  

According to Verma et al. [11], a hybrid approach is proposed for image security. First, the image is 

encrypted by modified advanced encryption standard (MAES) which is based on the cryptography concept to 

achieve better performance than the original AES. Then, the LSB algorithm is utilized to conceal the encoded 

image to provide secret communication. Consequently, the communication cannot be predicted by the 

intruder. The experimental results are shown that the proposed hybrid approach gives higher security against 

various attacks and a PSNR of 59.4681dB. 

Nag et al. [12] proposed secure image steganography by mixing LSB and Huffman coding which is 

a cryptographic algorithm. By the proposed technique a high-security level has been obtained. Firstly, every 

8 bits of the secret image is encoded by the Huffman tree. Later, the encrypted bits are split into four slices 

which have 0 to 3 decimal values. The experiment results showed that attackers can't extract the secret 

message because mixed techniques made the proposed system very secure. The proposed technique gave 

PSNR values were about 31 dB.  

Sugested by Singh et al. [13], a hash-based approach with a Canny edge detection is recommended 

for proposing a secure color image steganography. A steganography procedure is used for encoding. First of 

all, various types of color (RGB) image as a cover and text data as a secret message is taken. Edge detection 

is carried out by the canny method and after that the text data inserted into the cover image by using a hash 

function. The results are simulated by Matlab2010a. The proposed method is tested by various image type 

formats such as jpg, jpeg, bmp, and tiff. The results showed that the hash-based approach is a secure method 

to obtain secure image steganography. 

Satar et al. [14] aimed to propose two security layers by merging steganography with cryptography. 

In the proposed system, the RSA and Diffie Hellman algorithm is examined. Encoding and decoding the 

secret information is done by RSA, while the Diffie Hellman algorithm allows users to embed the secret 

information in the selected pixel. As a result, both security and high image quality with a PSNR value of 

71.9dB is achieved by the proposed system. Also, this model was more complicated and proved that secret 

data cannot be extracted by attackers. 

Zhou et al. [15] proposed an enhanced LSB algorithm of a color image with the RSA which is 

mainly utilized for digital signature. In this research, the vision of the human eye and identity authentication 

has been incremented because it has relied on the technology of cryptography. Finally, the experiment 

demonstrated that the enhanced LSB is more robust than the traditional LSB method because it gave a higher 

security level and higher PSNR. 

According to Sharma and Srivastava [16], a new mechanism has been implemented by combining 

cryptography and steganography. The advanced encryption standard (AES) algorithm has been utilized as 

cryptography to encode secret images before hiding them in the cover image and the 2-dimensional haar 

discrete wavelet transform (2-D HDWT) was applied on the cover image to extract its coefficient features. 

Then, alpha blending function used to mix cover image and secret image and stego image obtained after 

applying 2- dimensional haar inverse discrete wavelet transform (2-D HIDWT) on the result of alpha 

blending. The proposed system gave a higher imperceptibility and trustworthiness due to the combination of 

steganography and cryptography. 

Kusuma et al. [17] in this study, secure image steganography was proposed by using Arnold’s cat 

Map (ACM) and inverted 2-bit LSB. The ACM is utilized to encode an image by the pixels’ randomization. 

After award, the inverted 2-bit LSB is used to embed the ACM result into a cover. In addition, by utilizing 

Inverted 2-bit LSB two bits in the cover image’s bit plane were replaced with secret information bits. This 

replacement strategy will confuse intruders when they attempt to decode the cipher images. The experimental 

outcome was assessed by using PSNR and entropy to compare the stego images and the cipher images’ 

quality. Consequently, the proposed system gave 57.8493 dB and 7.9948 of PSNR and entropy, respectively. 

Tauhid et al. [18] in this paper, a new approach was presented by combining AES with LSB to 

ensure a secure transmission while the information was sent between the sender and receiver. The AES is 

utilized to encrypt the secret info in the spatial domain of the carrier image, while LSB is used to embed 

secret information in the transform domain of the same image after applying a discrete cosine transform 

(DCT) on the pixels of the image. An extra security layer has been added to this work by performing an XOR 

operation on the encoded secret information with the carrier image’s pixels. The proposed system attained a 

high PSNR of 62.72 by this the proposed system provided three security layers of the information and error-

free decryption. 

Ahmed et al. [19] in this study, two security layers were proposed by using double XOR operations 

using binary representation and LSB. Firstly, the message is encrypted by using a double XOR operation 

using binary representation, and then LSB hid the encoded data into the carrier image. To ensure the quality 
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of their proposed system, renowned evaluation measures like MSE, PSNR, entropy, and histogram 

distribution have been calculated. The experimental outcomes showed that the proposed system preserved the 

security of hidden text messages and obtained a PSNR of 55.67 dB and a MSE of 0.18. 

 

 

3. AN OVERVIEW OF IMAGE STEGANOGRAPHY 

Image steganography is the most renowned steganography form. It means that the secret data is 

hidden in the image medium. In other words, when a digital image is acted as a carrier to conceal data is 

known as image steganography. In this form, the carrier is an image that covers secret information. The 

secret message can be a text message or an image that needs to be hidden inside the carrier. An image is 

made up of pixels. Each pixel is represented by three colors which are red, green, and blue ‘RGB’. Each 

color comprises 8 bits (1 byte). An image can be categorized into a color, black and white, or a grayscale. A 

color image comprises three planes ‘RGB’ with pixel values ranging from 0-255, while a grayscale image 

comprises only one plane with pixel values ranging from 0-255 [20]. 

 

3.1. Image compression 

In images, there are two main compressions algorithms as “Lossy” Compression and “Lossless” 

Compression. In the “lossy” form, the amount of information is reduced before transmitting it. This reduction 

will be done by losing some redundant information. It means that the compressed image is not exactly like 

the original image. Joint photographic experts group ‘JPEG’ is the image format that utilizes Lossy 

Compression. However, in “Lossless” compression the amount of information is not reduced from the target 

image. After the image is decompressed, all the information can be restored. However, graphical interchange 

format ‘GIF’ and bitmap file ‘BMP’ are image formats that utilize lossless compression [21]. 

 

3.2. Image steganography terms 

The followings terms are used in image steganography [21]: 

− Cover-image: It is an image (or media) that acts as a carrier for concealing secret information. 

− Stego-image: The original information is embedded in the carrier image to generate a stego-image. 

− Message: It is original information that needs to be concealed. The information can be (plain text, 

ciphertext, or image). 

− Stego-key: A key that plays a vital role named stego-key. It is utilized to embed and extract the secret 

data from the cover and the stego images. 

The two main concepts used in image steganography namely, embedding and extracting process. In 

the embedding process, the secret message is concealed in the cover-image with help of the stego-key, so no 

one can extract the information without knowing the stego-key. As a result, a stego-image is attained which 

is ready to pass through the next process. As shown in figure 2, in the extracting process, a stego-image with 

the stego-key is passed through the extraction process to attain the secret information. As the stego-key is 

utilized in the embedding process it is also utilized in the extracting process. So the key is shared between the 

sender and receiver. Encoding is completed at the sender's side to attain stego-image, whereas decoding is 

carried out at the receiver’s side to attain secret information. Figure 2, depicts the block diagram of the Image 

Steganography model. 
 
 

 
 

Figure 2. The image steganography’s block diagram [22] 
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3.3. Image steganography techniques 

Many techniques can be used for performing image steganography some of them are listed as the 

following: 

Spatial or image domain 

− Least significant bit ‘LSB’ 

Transform or frequency domain 

− Discrete cosines transform ‘DCT’ 

− Discrete wavelets transform ‘DWT’ 

− Discrete fourier transform ‘DFT’ 

Spread spectrum. 

Patchwork. 

Distortion Technique. 

Masking and Filtering. 

 

3.3.1. Image or spatial domain 
In this domain, the information is inserted directly into the original image pixels’ intensity. This 

technique relies on the format of the image that is utilized as a cover medium. For hiding the data in this 

technique some bits are directly changed into the pixel values bitwise of the image. There are many ways to 

perform embedding files in Spatial Domain but the easiest and simplest one is LSB [23]. 

 

3.3.2. Transform or frequency domain 
This steganography domain is utilized to conceal a huge data amount. It offers high security, good 

invisibility, and no loss of secret message. In this domain, firstly the cover image is transformed. After that, 

the secret message is embedded in significant areas. The transform domain can be categorized into three 

main kinds such as DCT, DWT, and DFT. The embedding process in this domain is more complicated than 

embedding data in the spatial domain because the data is not hidden directly in the pixel’s intensity, but it is 

concealed in the pixel’s coefficient. Furthermore, it is better than the image domain because it hides the data 

in a medium that is less affected by cropping and compression. JPEG image format is the common file 

format that is used under this domain especially with DCT [23]. 

 

3.3.3. Spread spectrum 
In this method, the secret data is scattered all over the cover-image so that it is tough to detect it 

easily by hackers. Stego-image can be produced by embedding the secret data in noise before it combines 

with the cover-image. As a consequence, the secret data is impossible to be visible due to that this technique 

is quite robust against any intruder [23]. 

 

3.3.4. Patchwork 

It is also known as a statistical method that utilizes redundant pattern encoding. First, the secret data 

is embedded by adding redundancy and then spreads out through the cover image. The intensity of a pixel 

might be different in each patch. If the intensity increased in one patch, it will be decreased in the other. The 

changes are so small that cannot be predicted by human eyes. The main limitation of this method is that 

solely one bit can be embedded. However, the image can be divided into sub-image, if more bits are to be 

embedded. In contrast, the main benefit is that if one patch is destroyed others will safe because the secret 

data is not hidden only in one location, but it is concealed in different locations of the image [23]. 

 

3.3.5. Distortion technique 
This technique is used to store the embedded info in the signal distortion. Secret messages can be 

restored if the original message is known during the decoding process. Knowledge and carefulness are 

required in this method because it is necessary to check the similarity between the original carrier-image and 

stego-image. The weakness of this technique is that if the cover image is used more than one time then the 

stego-image can be easily detected by intruders [24] 

 

3.3.6. Masking and filtering 
These methods are utilized to conceal the information by marking the image which is similar to the 

watermarking technique. The masking and filtering technique is applied to the image with 24-bit of size or 

grayscale type by using different applications to hide a message. In this technique, the information imparts 

into a more significant image area [24]. 
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4. IMAGE STEGANOGRAPHY IN SPATIAL AND TRANSFORM DOMAIN 

4.1. Image steganography in the spatial domain  

It is also referred to as the Image domain. It applies a bit insertion between secret information and a 

carrier image. In this domain, the secret data is directly inserted into the actual image pixel’s intensity value. 

The pixels value is either 8-bit, 16-bit, or 24-bit relied on the standard of the image. The easiest and simplest 

method under this technique is the LSB method. The secret information is converted into a series of bits 

before embedding secret information into a cover image [25]. 

 

4.1.1. Least significant bit ‘LSB’ 

LSB is the easiest and simplest algorithm. The cover image’s least significant bit (8-bit) is altered by 

the bit of the hidden message. It is utilized to insert hidden data in a cover image sometimes it is referred to 

as LSB Replacement. Because the LSB method depends on changing the redundant bits that are less 

important or significant with the secret information bits, particularly the rightmost bits will be replaced with 

the bits of the secret data because it does not affect the image’s quality. The aim of LSB is to transmit the 

secret data to the receiver without knowing to the attacker that the information is being transmitted. Although 

LSB is an easy and quick method, it has a weakness, which can be easily detected by an attacker [25]. 

 

4.1.2. LSB in bitmap file (BMP) 
In this technique, a 24-bit BMP image format is used which consists of RGB color. Each bit of the 

red, green, and blue ‘RGB’ colors are changed with the bit of secret information since each color is denoted 

by a single byte (8-bit). In other words, a 24-bit BMP image format can store 3 pixels. BMP file format uses 

a lossless compression technique. LSB in BMP images can hide a large amount of information. This is 

counted as a disadvantage because a large number of bits need to be altered. As a result, it can be easily 

detectable by the human eye [25]. There is an example for LSB, 3 pixels grid of a 24-bit image can be shown 

as: 

 

(00100001 00010100 11010101) 

(10110111 11010101 00101101) 

(11011010 10100101 01101011) 

 

199 taken as an example, a binary representation of this number is that 11000111, is embedded into the least 

significant bits of this part of the image. The resulting grid is as:  

 

(00100001 00010101 11010100) 

(10110110 11010100 00101101) 

(11011011 10100101 01101011) 

 

The above number was embedded in the grid. The last bit of each RGB color is altered with the bits 

of the number. As a result, the last bit is altered in each pixel which is the least significant bits. Consequently, 

these small changes are invisible to human eyes. 

 

4.1.3. LSB in a graphical interchange format (GIF) 
It is also referred to as palette based LSB. In this technique, a GIF image format is used as a cover 

image. GIF Image has a depth of 8-bit, but can be described by 256 different colors in the palette, since each 

color has an index which kept in a look-up table. GIF is an image format using a lossless compression 

technique. In the lossless compression method, the original image’s quality is well protected. It means that 

the compressed image and the actual image are the same. Furthermore, this form has relied on the format of 

the file and the image and it can hide a large message. The secret message could be visible if a cover image is 

selected incorrectly. The problem with this approach is that if one change in LSB‘s pixel occurs, it can result 

in a completely altered color because the color index is altered. This problem can be tackled by utilizing 

GrayScale images. In an 8-bit grayScale GIF image, there are 256 gray shades. The colors are gradually 

changed in the GrayScale GIF image so it is hard to detect these changes [26]. 

 

4.2. Image steganography in the transform domain 
It is also referred to as the Frequency domain. The transform domain technique aims to conceal a 

large amount of information in the image which is less visible for cropping, compression, and image 

processing. By this, high security will be provided and the secret message cannot be noticed by the eyes of 

the human. Also, the transform domain technique is more robust concerning common image processing 

operations and lossy compression. There are various methods under this domain that is used for 
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Steganography like DCT, DWT, and DFT, whereas the most common is DCT. The most utilized image file 

format that works with this domain is JPEG [27]. 

 

4.1.2. Discrete cosine transform ‘DCT’ 
This form is utilized in the JPEG image. JPEG uses a lossy compression technique. One advantage 

of JPEG compression is that the size of the file can be reduced by decreasing the color information [28]. In 

the DCT technique, the actual image is first converted from the image domain into the transform domain. 

Next, the alteration is carried out by sorting the pixels into n×n blocks, and then DCT is applied on each 

block. A mathematical calculation is used to change the pixels and then the position of the pixel values is 

scattered over the image part. Later, the transformed image is divided into three frequency components (low, 

high, and middle). A large feature of pixels is located in the low-order DCT coefficients, whereas a fine 

feature of pixels is located in the high-order. As a result, the secret information is embedded in the selected 

high-order coefficients. The process of embedding is applied by just altering the images’ coefficients [29]. 

 

4.1.3. Discrete wavelet transform ‘DWT’ 
It provides a powerful algorithm for processing the image and accomplishing steganography with 

DWT became more popular in the information hiding era due to its simplicity. The embedding process is 

carried out in DWT by modifying the cover-image’s wavelet coefficients to attain a secure transmission. The 

component frequency band is split into four smaller bands called sub-bands namely low low ‘LL’, low high 

‘LH’, high low ‘HL’, and high high ‘HH’ [30], [31]. The major advantage of DWT is that it provides high 

robustness due to transforming the actual image into its wavelet coefficient [32]. 

 

4.1.4. Discrete fourier transform (DFT) 
It is the transform of a finite and discrete-time function. The DFT computes the Bk from xn. The 

DFT is computed based on (1): 

 

Bk =  1 N ∑ xn N − 1 n = 0 e − 2πikn N (6)K = 1,2, … N − 1 (1) 

 

Where the Bk is the amplitude and phase of the various components of the input signal xn [33]. 

 

 

5. EVALUATION CRITERIA 

Each steganography algorithm has some strong and weak points, for evaluating these; a 

steganography method has to meet some basic requirements. The most critical requirement is that the results 

have to be unnoticeable and undetectable by human eyes. 

 

5.1. Invisibility 

The first and most critical requirement of a stenographic algorithm is imperceptibility because the 

stenography’s strength is based on its ability to be unseen by the human eye [34].  

 

5.2. Payload capacity  

It means that how much data can it hide? The main goal of steganography is to conceal secret data 

as watermarking that embeds only a small amount of copyright information [34]. 

 

5.3. Robustness against statistical attacks 

Statistical Steganalysis is the observation practice to detect concealed information by performing 

some statistical tests on image data. Several steganography algorithms leave a “sign” during the embedding 

process. Thus, these signs can be easily noted by statistical analysis [34].  

 

5.4. Robustness against image manipulation 
The image might be altered by an active attacker to obtain the hidden information, while the image 

is being transmitted via a communication channel. In addition, some image manipulation, for instance, 

cropping or rotating can be applied to the image before it reaches its target [34]. 
 

5.5. Independent of file format 
There are several types of file formats on the Internet, so using only the same image file format 

simultaneously between the sender and receiver might be doubted. The most powerful steganography 

algorithms are that which can hide information in any image file format. 
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6. RESULTS AND DISCUSSION 

Image steganography is a critical technique for providing secure communication while transmitting 

information via an unsecured line like the internet. On the other hand, secure image steganography is more 

securable than the classical method because the secret information encrypts by cryptography technique 

before concealing it by steganography technique, so two levels of security are done in secure image 

steganography. In this study, the most relevant and up-to-date research papers that proposed secure image 

steganography have been reviewed. As a result, a comparison has been done among the reviewed papers in 

terms of used steganography and cryptography algorithms, image database, PSNR, advantages, and 

limitations as tabulated in Table 1. 

 

 

Table 1. The comparison among reviewed papers 

Ref. 
Year 

published 
Steganography 
algorithm used 

Cryptography 

algorithm 

used 

PSNR 
(dB) 

Image 

database 

used 

Advantages Limitations 

[9] 2013 LSB Hash- RSA 73.5444 
74.0189 

73.8220 

73.8528 

Barbara 
Lena 

Tulips 

Baboon 

Practical and 
reliable for 

sending data, a 

good MSE and 
PSNR achieved 

for stego-image. 

The proposed method 
was tested by using only 

one image format. 

[10] 2013 LSB Blowfish - Baboon Robustness, it is 

very difficult 

for an intruder 
to recover the 

secret message. 

Secret messages cannot 

be easily deciphered if 

the image format is a 
lossy compression. 

[11] 2013 LSB Modified AES 
(MAES) 

59.4681 
- 

- 

Flower 
House 

Peppers 

Securable 
against 

intruders. 

- 

[12] 
 

 

 

2014 LSB Huffman 
coding 

30.48  
30.28  

30.91 

 30.36 

Lena  
Baboon 

Airplane  

Boat 

Secure and gave 
acceptable 

PSNR. 

- 

[13] 2015 Canny edge 

detection 

Hash function 39.6310 

38.6527 

41.5895 

Lena 

Peppers 

Baboon 

More credible 

due to using a 

hash function. 

More complicated. 

[14] 2016 Diffie 

Hellman 

RSA 71.8 

71.9 

71.9 

Lena 

Peppers 

Baboon 

Very secure. More complex. 

[15] 2016 Improved 

LSB-Insertion 

 

RSA-Digital 

signature 

 

56.513 Lena More robust 

than the 

traditional LSB. 
 

Implementation is hard 

due to the complexity of 

the algorithm. 

[16] 2017 2-D HDWT, 

alpha 
blending, 2-D 

HIDWT 

AES 58.7501 

45.8089 
47.9688 

Man 

Pepper 
Flower 

Providing a 

high level of 
security for both 

encryption and 

decryption. 

Implementation is 

complex. 
 

[17] 2018 Inverted 2-bit 

LSB 

Arnold’s 

transformation 

or Arnold’s 

Cat Map 

(ACM), ACM 

with RSA 

57.8493 

- 

- 

- 

Lena  

Baboon 

Airplane  

Boat 

Higher capacity 

and PSNR 

value. 

- 

[18] 2019 LSB AES  62.89  

62.72 

66.15 
62.88 

Lena  

Baboon 

Cameraman 
Zelda 

3 security layers 

of the 

information and 
error-free 

decryption. 

- 

[19] 2020 LSB double XOR 
operations 

using binary 

representation 

 40.74 
49.23 

55.67 

Lena 
Barbara 

Man 

2 layers of 
security: 

encryption and 

hiding. 

- 

 

 

7. CONCLUSION 

Nowadays, a huge amount of data moves and transmits via the internet, so providing security for 

data is critical and vital. This protection can be obtained via a secure image steganography technology 

combined with cryptography. Cryptography aims to hide the information so no one can know about the 

information except the sender and receiver. On the other hand, Steganography is the technique for hiding the 
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existence of the information, so it is difficult to detect by human eyes. In this study, a systematic and 

comprehensive review has been done about secure image steganography. In the literature review, various up-

to-date research papers had been reviewed that proposed secure image steganography by combining 

steganography and cryptography methods to provide a high-security level. Most of the proposed work used 

LSB for steganography due to its simplicity, while for cryptography various algorithms have been used such 

as AES, MAES, RSA, and Blowfish. Moreover, in this paper, an overview of steganography types such as 

text, image, audio, video, and protocol along with its renowned techniques have been presented. A 

comparison between the spatial domain and transform domain with their various types such as LSB, DCT, 

DFT, and DWT has been studied. LSB is simpler and less secure than DCT. The required criteria for 

evaluating steganography techniques are also explained. As a result, a comparison between the reviewed 

papers that combined both steganography and cryptography algorithms have been done as depicted in table 1. 

The comparison indicated that the LSB with Hash-RSA attained a higher PSNR value than the other which 

was 74.0189 dB. It can be concluded that both steganography and cryptography are methods utilized for 

protecting information but when they are combined a higher level of security can be achieved because the 

information is first encrypted by cryptography and then concealed by steganography, so it is extremely tough 

for an intruder to attain the secret data. 

For future study, I intend to propose a secure image steganography model by using a combination of 

a new cryptography algorithm like elliptic curve cryptography (ECC) and a steganography algorithm like 

pixel value difference (PVD). 
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