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1. INTRODUCTION

Counterfeit products are unauthorized replicas or copies of genuine goods, such as consumer
products, cosmetics, luxury items, and medicine which bear a close resemblance to the authentic item in
terms of appearance, packaging, or branding. These items are typically produced and sold without the
knowledge or permission of the original manufacturer or brand owner. They are made to deceive consumers
into believing they are purchasing a genuine product, often at a lower price [1], [2]. However, counterfeit
goods are generally of inferior quality [3] and may not meet the safety, performance, or ethical standards
associated with the authentic products they imitate. Counterfeiting is illegal in most countries and is
considered a form of intellectual property infringement. It not only harms legitimate manufacturers or brand
owners by diluting their brand reputation and market share but also poses risks to consumer health and safety
[4]. Counterfeit goods can range from counterfeit currency [5] and documents to counterfeit designer
clothing [6], electronics [7], pharmaceuticals [8], and other consumer goods [9]. An actual picture of
counterfeiting we can observe in developing countries [10] like Bangladesh [11], [12]. Director General of
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National Consumers of Bangladesh, about the counterfeit foreign products discovered in Dhaka, states,
"These products do not have any name of the importers, their address, and even the material requirements
planning (MRP). These consumer items cannot be imported in luggage even dodging customs, which means
all of these products are counterfeit." By taking fake medicine for years and years, people are becoming more
susceptible to health risks and complications [13], [14]. Efforts are made by governments, law enforcement
agencies, and brand owners to combat counterfeiting through increased surveillance, stricter regulations,
public awareness campaigns, and collaboration with international organizations. But these are not enough.
With the advancement of technologies, more technological involvement is also required in this sector to
differentiate original and fake products.

The literature review was conducted with meticulous attention and precision to define the problem at
hand. Various methodologies are thoroughly examined to propose and implement the current project. The
literature that has been reviewed is categorized into distinct sections to facilitate a comprehensive analysis.
This classification aids in studying the literature according to its respective context. There are several crucial
solutions to combat counterfeiting across various industries [15], such as radio frequency identification
(RFID), blockchain, cryptography, and machine learning. Each of these techniques is discussed briefly with
their pros and cons below. RFID technology is employed to combat counterfeiting by providing a secure and
traceable method of product identification. RFID tags, containing unique electronic codes, are embedded in
authentic products. These tags emit radio signals that can be read by authorized scanners. When a product is
scanned, its unique code is verified against a centralized database, enabling immediate authentication. If the
code is not registered or flagged as counterfeit, an alert is triggered, indicating a potential fake. This real-time
verification significantly reduces the chances of counterfeit products entering the supply chain or reaching
consumers, safeguarding against fraud and protecting brand reputation [16]-[18]. The cost of 20-50 cents
acts as a deterrent for small and medium-level manufacturers to adopt RFID technology. However, for those
where cost is not a significant factor, RFID presents benefits despite the potential for tag cloning. By using
blockchain technology, Each product is assigned a unique identifier that is recorded on the blockchain,
enabling stakeholders to trace its entire lifecycle. This decentralized nature of the blockchain ensures that the
data cannot be altered or tampered with, providing a reliable record of each transaction. With the ability to
verify the provenance of products, blockchain enhances trust, eliminates counterfeit goods, and enables
consumers to make informed purchasing decisions, thereby reducing the impact of counterfeiting [19]-[21].
However, it includes scalability challenges due to the increasing size of the chain and the energy-intensive
nature of certain consensus algorithms, such as proof of work, which can have significant environmental
impacts. Additionally, the immutability of blockchain can also pose challenges when errors need to be
corrected or when data needs to be updated or removed. Thus it is not suitable for small manufacturers.
Through the use of cryptographic techniques such as digital signatures, product information can be securely
encrypted and verified [22]. By encrypting and validating data using cryptographic key pairs (public and
private key), it becomes extremely difficult for counterfeiters to tamper with or forge information, enabling
reliable verification and protection against counterfeit goods. But it includes the potential vulnerability of
encryption algorithms to technological advancements, such as quantum computing, which could potentially
break current encryption methods. Additionally, there is a risk of misusing or mishandling cryptographic
keys, leading to security breaches if keys are compromised or lost. Shaik [23] introduced a software
technique that incorporates cryptography, mobile apps, and web services. While this approach reduces costs,
it does come with the drawback of increased overhead due to the calculation of encryption and decryption.
Additionally, the resulting QR code becomes more complex, leading to a significant increase in scanning
time. Machine learning also proposed to reduce counterfeiting by analyzing patterns, identifying anomalies,
and detecting counterfeit products or activities. By training models on large datasets, machine learning
algorithms can learn to differentiate between genuine and counterfeit items, enabling automated and accurate
detection, thereby enhancing anti-counterfeiting efforts [24], [25]. The drawbacks of machine learning in
anti-counterfeiting include the need for large and diverse datasets for effective training, which may be
challenging to obtain in certain cases, and the potential for adversarial attacks where malicious actors attempt
to manipulate or deceive the machine learning models to bypass detection methods.

We have examined a concise overview of alternative methods and highlighted their limitations for
small and medium-sized manufacturers. The majority of methods rely on mobile apps for product verification
at the consumer end. However, considering the diverse range of mobile devices and operating systems
available, this necessitates the development of different apps for each system. Consequently, manufacturers
face increased implementation costs and resources. Our proposed approach offers significant advantages over
alternative methods, particularly those employing software, in terms of time, memory, and cost. Despite this
advantage, there is currently no evidence supporting their widespread use for product verification at the
consumer end using websites. The main contribution of this paper is summarized as i) Proposing a cost-
effective software method with a proper diagram for preventing counterfeiting, using Hasing and a website
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that makes it more accessible to small and medium-sized enterprises; ii) Developing a complete product life
cycle that enables the easy identification of original products; iii) Providing step by step unique packaging
technique to ensure more security; iv) Performance and cost analysis of the result of the real implemented
system; v) An overview of all possible ways to use this system commercially, and vi) The challenges and
future research directions are discussed.

The rest of the paper is organized as follows. In section 2, we have included a detailed description of
the materials utilized in our approach and an explanation of our method is supported by figures, images, and
tables. Besides, how our approach detects counterfeit and how we can implement it in real life are also
included with step-by-step instructions in section 2. We have presented results, critical discussion,
limitations, and future scope in section 3. Finally, conclusions are drawn in section 4. For convenient
referencing, Table 1 represents the acronyms used in this paper.

Table 1. List of acronyms
Acronyms Abbreviations
RFID Radiofrequency identification
HTML Hypertext markup language
CSS Cascading style sheets
PHP Hypertext preprocessor
QR Quick response
PDF Portable document format
PNG Portable network graphic
JPEG Joint photographic experts group
DBMS Database management system
URL Uniform resource locator

2. RESEARCH METHOD
2.1. Materials

In this section, we explain the tools or functionality that will be used to describe our method and
also, they play an important role in implementing the system in the real environment. Each tool is explained
in such a way that knowledgeable readers can get a clear idea about that. As well as references are added so
that an interested reader can know more details.

2.1.1. Hashing

Hashing is a process of converting input data of any size into a fixed-size value or hash code. The
hash code is typically a numeric or alphanumeric representation of the input data. Hash functions
are mathematical algorithms used to perform this transformation. Hashing is a one-way process shown in
Figure 1, one cannot reverse-engineer the original data from the hash code. There are numerous hashing
functions available, each designed with specific properties and use cases. Some examples of different hashing
functions are [26] MD5, SHA-1, SHA-256 (widely used), SHA-3, Blake2, and MurmurHas. Most of them
work in the average time complexity of O(n), where, n represents the size of the input data. So, individuals
could develop their custom hash functions as well.

(W Apply Hashe

Figure 1. Unidirectional hashing system

Hashed Password

2.1.2. Random password generation

A random password generator is a tool or algorithm that generates a password consisting of a
combination of random characters [27]. The purpose of a random password generator is to create strong and
secure passwords that are difficult for others to guess or crack. It is applied to choose a random character
from the defined set of characters that will be used to generate the password. In PHP, the rand() is the built-in
function for a random number generator. It is worth noting that the time complexity of the rand() function is
usually not a major concern for most applications, as it tends to be relatively fast. Moreover, mt_rand() and
random_int() can also be employed to get better-quality random numbers.
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2.1.3. Database

A database is an organized collection of data that is stored and managed using specific software
called a DBMS [28]. It provides a structured way to store, retrieve, update, and manage data efficiently and
securely. MYSQL is also a database that stores data in tables with rows and columns [29].

2.1.4. QR codes

A QR code [30], short for quick response code, is a two-dimensional barcode that contains data
quickly and easily scanned using a smartphone or QR code reader. These codes consist of black and white
squares arranged in a square grid pattern. QR codes can store various types of information, such as URLSs,
text, contact details, and more. They are widely used for marketing, advertising, inventory management,
mobile payments, and ticketing. With their ability to store large amounts of data and their ease of use, QR
codes have become increasingly popular, revolutionizing the way we interact with information in the digital
world. “qrlib.php” is used as an open-source library for QR code generation in PHP.

2.1.5. Websites

Websites are online platforms that provide information, services, and resources accessible through
the internet. They consist of web pages containing text, images, videos, and interactive elements. Websites
are created using various technologies like HTML, CSS, and JavaScript and are accessed through web
browsers by users worldwide.

2.2. Proposed method

This section introduces a product life cycle designed to combat counterfeiting in the market. The life
cycle of a product's identity begins with the manufacturer's initiative and concludes with user verification
through scanning. Figure 2 shows the cycle can be described in two phases: the manufacturer phase shown in
(Figure 2(a)) and the verification phase shown in (Figure 2(b)).

K Manufacturer ) ( USER )
1. Enter A Unique Code
2. Enter Number of product to 1. Scan QR Code
2. Enter Product ID

produce
For All product Make a Unique Product 1. Extract Password from QR code
ID and a Random Password 2. Hash the Password

l

Hash the Password and Make a Entity

for all product in the database with
Unique ID and Hashed Password

Check ID and Hashed
Password in the
database. Found?

Delete ID and Password From the
—YES~>
database.

~ N
Make QR Code for all Password and DATABASE il
Combine ID and QR of all preduct into ~ - o
a PDF file. L
1 v Print "CounterFeit" Print "Original"
Output The PDF file -" v
1 ™ 4 ™
< END ) K END j'
(@) (b)

Figure 2. The proposed counterfeit detection system (a) manufacturer phase of the proposed system and (b)
verification phase of the proposed system
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2.2.1. Manufacturer phase

Manufacturers can select a product prefix code for a specific batch of products, although this is not
mandatory. They also determine the desired quantity of products to be produced during the season. For
instance, let us consider Unilever's aim to produce 100 units of LUX soap for this season. In this case, they
might choose the prefix "LX2023." Once the prefix code and quantity are obtained, the system generates a
unique 1D by placing the prefix code first. Also, a random password is generated for each product using a
random password generator. Subsequently, the generated password undergoes a hash function for storage
purposes. To enhance accessibility and convenience, the system converts the actual password into a QR code
using a QR code generator. Each unique ID and its corresponding hashed password are stored in the
database. Moreover, the system generates a PDF containing all the unique IDs and their respective QR codes.
Manufacturers must attach one entity (ID and corresponding QR) from PDF to each product's outer package.
Coating the 1D with the flipped QR code shown in Figure 3 will add extra security [will discuss later] but it is
not mandatory, 1D and QR code should be attached to the packet in any way.

\ \ \ A
1D:
I-LJX 1X2376 | |\U)§ I\U)( I-LJX
SOFT & CREAM B [ oo crn o | EgE SOFT & CREAM 1D: fliped | Fliped
bk b ok 7 risken e | R P
E Al el E 4 code code |
LU ——) X s e— g Lrre i — Lre  —
Step:1 Step: 2 Step:3 Step: 4

Figure 3. Proposed QR CODE and ID adjustment system for better result

2.2.2. Verification phase

This phase represents the verification and culmination stage of individual product life cycles. Once
the purchase agreement is finalized with the seller, customers are granted the opportunity to scan the QR
code. Using their mobile devices, customers access the manufacturer-provided website and scan the QR
code, subsequently entering the product ID. The system then scans the QR code and retrieves the actual
password associated with it. By applying the same hash function used by the manufacturer, a hashed
password is generated. Next, the system checks the database for a valid entry matching the provided product
ID and hashed password. If a valid entity is found, it is removed from the database, and the user is informed
that the product is genuine and original. However, if the product ID and hashed password combination are
not found in the database, the system identifies it as a counterfeit product. This phase ensures that customers
can verify the authenticity of the product by scanning the QR code, offering a reliable method to distinguish
genuine products from counterfeit ones.

2.3. Detection of counterfeit product

To grasp the process of detecting counterfeit items, it is essential to explore how these fraudulent
products enter the market. Counterfeiters skillfully replicate the appearance of genuine items by creating
master copies of packaging, product size, product shape, and product color. At times, distinguishing between
a fake and an authentic product can be exceedingly challenging. Even experts may struggle to identify the
discrepancies when presented with both items side by side, as they can appear virtually identical. Our
solution introduces an additional layer of security by incorporating unique IDs and QR codes on each
product. This implementation significantly enhances the ability to detect counterfeit items. Two possible
scenarios may arise. Firstly, counterfeiters may attempt to affix arbitrary IDs and QR codes onto their
counterfeit products since they do not possess genuine IDs or QR codes for any product. When consumers
scan these products, the mismatch between the ID and QR code and the corresponding database entry will
trigger a counterfeit alert. Alternatively, counterfeiters may acquire an ID or QR code from an original
product and replicate it onto their fake product. However, this approach proves futile for the counterfeiters.
This is because, upon purchase, the original product's identity is instantaneously removed from the database.
Furthermore, if the seller engages in this practice, they would only incur losses since the expenses involved
in producing the counterfeit product, along with the additional costs, surpass the value of the original item. It
is worth noting that an additional security measure can be implemented by manufacturers. They can attach an
ID and QR code using a technique where the ID is coated with a flipped (upside-down) QR code, as depicted
in Figure 3. This clever approach hides both the ID and QR code from plain sight. Consequently,
counterfeiting the ID and QR code from an original product becomes more challenging, providing an extra
layer of security.
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2.4. Implementation and maintenance

The system can be implemented either by individual manufacturers or through collaborative
adoption by multiple companies. The following tasks encompass the entire workflow: i) managing a domain
and server, ii) creating a database with two columns for ID and hashed passwords, iii) developing a distinct
user and manufacturer interface, iv) enabling the user to scan QR data, input an ID, and verify it in the
database through simple API calls, v) allowing the manufacturer to input the desired number of products (N),
a product prefix, and generating new entries for all N products in the database with unique IDs and hashed
passwords, and vi) providing the ID and QR of the password in PDF format or other format for future
reference.

Now, let us consider the scenarios for implementing this system: if a single company adopts this
system, they do not need to undertake any additional steps. In the case of multiple companies adopting it
jointly, each company may use a unique prefix for formal purposes. Additionally, a login system can be
implemented at the manufacturer's end to ensure that one company cannot create entities on behalf of others.
Furthermore, this system can be adopted by the government, requiring all companies to generate identities
using the system, and users verifying their identities through the system. In this scenario, the government can
receive payments from companies based on several factors such as company size or the number of products.

3. RESULTS AND DISCUSSION

A similar system was developed in our lab, illustrated in Figure 2, which incorporates various
components. To generate random passwords, we implemented our generator function using the rand()
function of PHP to randomly pick a character for each position of password, which has an impressive speed,
taking only 14 to 17 microseconds to generate a single password. To create QR codes in PNG or JPEG
format, we employed a PHP QR code library named “qrlib.php”. Additionally, we utilized the FPDF library
for generating PDF documents. The scanner on the user's end was built using JavaScript.

During our testing of the system, we discovered that the processing time for each entity, which
includes random password generation, QR code creation for the password, password hashing, entity creation
in the database, and PDF document generation, took approximately 40 milliseconds from the manufacturer's
end. On the other hand, the closest system to our system takes (734+141) 875 milliseconds only for encrypt
and QR code generation [23]. It indicates that our method is approximately 21 times faster than the nearest
one in the first phase. At the user end, after input taking to output is generated on the screen, the processing
time is measured to be approximately 94 milliseconds. This time includes several tasks such as QR code
decoding, password hashing, searching for the entity in the database, deleting the entity if found, and
displaying the results on the user's screen. The tabulated results are shown in Table 2. At this end, (125+628)
753 milliseconds were recorded by the nearest competitor [23]. Here also our proposed system performed
8 times faster. Our findings indicate that the computational requirements are primarily concentrated in the
hashing process. Unlike asymmetric encryption, hashing demands less time and computational power for
generating and verifying counterfeit products. Additionally, after applying asymmetric encryption, the
complexity of the QR code increases substantially, leading to significant scanning times that can frustrate
customers.

Table 2. Recorded runtime at our system

List of activities Recorded time
Time to generate random password 14-17 ps
Time takes at manufacturer end (random password generation + QR making + pdf making + hashing of the 40 ms per entity

password + entity creation in a database)
Time takes at the user end (QR decode + hashing of the password + delete from database + receive APl response 94 ms
+ show in the output)

Some other distinctive features can be mentioned that make our method apart from other methods.
Implementing a mobile app incurs higher costs due to the need for compatibility across different devices and
operating systems, such as Android and iOS. However, by opting for a common website accessible through
various devices even using default internet browsers, the initial implementation costs are significantly
reduced. An estimation of cost is shown in Table 3. This approach becomes more accessible and encourages
small manufacturers to adopt the method, as they can leverage existing infrastructure without the need for
extensive device-specific development. Besides, customers will not have the extra trouble of installing
additional software. In comparison to the blockchain method, this approach requires less memory.
Furthermore, as the blockchain grows larger, it becomes increasingly difficult to manage and control, posing
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challenges for scalability and efficiency. Besides, no special skilled personnel are needed. Since we are using
a centralized database, there is a risk of cyber-attack. Although data will not be leaked due to hashing,
backup is necessary to prevent data destruction. But, now cyber-attacks like SQL injection can be detected
easily [31]. Future research may look into developing such a system, that does not need any database or
internet connection to verify the product without negatively affecting cost and required time.

Table 3. Estimated cost for our proposed system

Description of cost Amount
Domain cost $25/year
Hosting cost $10/year
System development (onetime) 100$ -
QR code labels with ID for each product 2-3 cents

4. CONCLUSION

Counterfeiters have proliferated across various sectors, including medicine, electronics, food, luxury
goods, cosmetics, and more. Their activities in areas such as food, medicine, and cosmetics pose a significant
threat to public well-being and financial security. The proliferation of counterfeit products has inflicted
substantial financial losses on legitimate businesses, severely impacting their revenue streams. Furthermore,
these illicit operations evade taxes and VAT, BYPASSING government regulations and creating a
detrimental impact on the overall economy. There are different techniques to combat counterfeiting across
various industries. We have shown their limitations. In our study, we propose a comprehensive product life
cycle approach to combat counterfeiting at a relatively low cost, leveraging a website, QR codes, and hashing
techniques. Throughout the study, we have shown “how our method detects counterfeit,” “how it can be
implemented,” “how our unique packaging technique provides more security,” and “how it saves time and
cost over other methods”. As it saves time and cost, it is a perfect solution for all industries, especially for
small and mid-level manufacturers. In conclusion, implementing this system offers a practical, time-saving,
and cost-effective solution to combat counterfeiting, safeguarding both the interests of product owners and
the well-being of consumers.
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