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Long short-term memory

Energy theft represents a major challenge for electricity distribution
companies worldwide and constitutes a key component of non-technical
losses (NTLs), alongside faulty meters and billing inaccuracies. Despite the
rise of artificial intelligence techniques for electricity theft detection,
existing approaches exhibit limitations in classification and data analysis
when applied to large-scale datasets. These shortcomings can reduce the
effectiveness and precision of the theft detection systems. Therefore, this
article proposes a bidirectional long short-term memory (Bi-LSTM) with the
lookahead adaptive moment estimation (LADAM) optimizer and a support
vector machine (SVM) with a bidirectional gated recurrent unit (Bi-GRU)
for the detection of energy theft in a smart electricity grid to assess energy
supplier companies. In this work, the proposed model is implemented on the
State Grid Corporation of China (SGCC) dataset. In the proposed
framework, the Bi-LSTM is used for feature extraction, while the LADAM
optimizer is employed for feature selection and normalization. The refined
feature set is subsequently fed into the SVM classifier to distinguish between
theft and non-theft instances. The obtained findings highlight the superior
efficiency of the proposed strategy compared with those in the literature,
highlighting its potential for practical deployment in real-world smart grid
systems.
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1. INTRODUCTION

The global demand for electrical energy has been increasing steadily due to population growth,
industrial expansion, and the electrification of new sectors of activity. This growing demand requires power
grid operators to ensure a continuous, stable, and reliable electricity supply to consumers [1]. However,
maintaining such reliability remains a challenge due to various losses occurring within the power grid, which
directly impact the efficiency and profitability of electricity distribution systems. Power losses in electrical
grids can be broadly divided into two groups: technical losses and non-technical losses (NTLs) [2]. Technical
losses are inherent to the physical characteristics of electrical components, such as resistive dissipation in
transmission lines, transformer inefficiencies, and energy leakage in poorly maintained infrastructures. In
contrast, NTLs represent the difference between the total energy supplied through transmission lines and the
energy actually billed to end users. These losses are typically caused by human actions such as meter
tampering, illegal connections, and falsified readings [3]. NTLs represent a major economic and operational
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challenge, costing power utilities millions of dollars annually [4]. Beyond the financial impact, NTLs cause

network overloading, voltage instability, and unfair tariff adjustments that penalize compliant consumers.

Among these losses, electricity theft is the most significant and widespread issue. It refers to unauthorized

consumption of electrical energy that is either unmetered or unbilled, leading to substantial revenue deficits

for electricity companies [5]. For instance, electricity losses exceed 4.8 billion rupees annually in India [6],

about 0.89 hillion rupees in Pakistan [7], and between 8 and 12 billion rand in South Africa [8], [9]. Usually,

electricity theft can be detected through manual field verifications, which are costly and time-consuming.

Hardware-based approaches requiring additional sensors or monitoring equipment can improve detection

accuracy but remain expensive to deploy at large scale [10], [11]. The advent of smart grids and smart meters

has opened new opportunities for automated and data-driven theft detection. These devices generate large
volumes of time-series consumption data, enabling the application of machine learning and deep learning

techniques to identify abnormal consumption patterns and detect fraudulent behavior more efficiently [12].

Over the past decade, several research efforts have focused on developing intelligent systems to
reduce NTLs, including electricity theft and false data injection based on generalized robust metrics,
multi-classification support vector machine (SVM) [13], quantum machine learning [14], hybrid models such
as convolutional neural network (CNN)-long short-term memory (LSTM) and bidirectional gated recurrent
unit (Bi-GRU)-bidirectional long short-term memory (Bi-LSTM) [15], and CNN-adaptive boosting
(AdaBoost) [16]. For instance, Gunduz and Das [17] proposed an effective hybrid CNN-based approach for
detecting energy theft using consumption patterns on six different datasets. Bai et al. [18] introduced a
Catch22-Conv-Transformer method for detection of electricity theft on a dataset of the State Grid
Corporation of China (SGCC), while Nirmal et al. [19] suggested a hybrid CNN-AdaBoost model for
electricity theft detection in the smart grid on the SGCC dataset. Similarly, Igbal et al. [20] presented
CNN-LSTM and Bi-GRU-BIiLSTM hybrid models for identification of electricity theft on temporal sequence
data of SGCC. Moreover, Algarni et al. [21] presented CNN-k-nearest neighbors (KNN) and CNN-LSTM
hybrid models for electricity theft detection on the SGCC dataset. Deep learning methods, such as
gradient-weighted class activation mapping (GradCAM) [22], random forest (RF) and KNN [23], particle
swarm optimization (PSO)-based adaptive generative adversarial networks (AGAN) [24], and hybrid
CNN-multilayer perceptron (MLP) model [25] have also been successfully applied to detect electricity theft
in smart grid systems.

Despite these advances, challenges remain regarding detection precision and adaptability to irregular
consumption behaviors. Many existing models struggle to effectively capture sudden variations in user load
profiles and to maintain robustness across heterogeneous datasets. To address these limitations, this study
proposes a novel hybrid deep learning approach, named bidirectional lookahead adaptive moment estimation
(Bi-LADAM)-SVM-gated recurrent unit (GRU), which combines Bi-LADAM, SVM, and GRU, designed to
enhance the accuracy and efficiency of electricity theft detection. This model integrates the strengths of
several architectures: a Bi-LSTM network to capture long-term temporal dependencies, an adaptive moment
estimation (ADAM) algorithm for optimal hyperparameter tuning, an SVM classifier for robust pattern
discrimination, and a Bi-GRU for modeling short-term dynamics.

The major contributions of this work are given as follows:

—  First present a comprehensive evaluation of deep learning models commonly used for electricity theft
detection, including LSTM, CNN, Bi-LSTM, Bi-GRU, extreme gradient boosting (XGBoost), and
decision tree.

—  Then, proposed a new hybrid model (Bi-LADAM-SVM-GRU) combining Bi-LSTM, ADAM optimizer,
SVM, and Bi-GRU to enhance temporal feature extraction and improve classification accuracy.

—  Subsequently, this study implemented an experimental validation of the proposed model using a real
consumption dataset from the SGCC to assess its practical effectiveness.

— In addition, this study evaluated the performance of the proposed hybrid model through multiple
statistical indicators such as mean absolute error (MAE), mean absolute percentage error (MAPE),
mean squared error (MSE), accuracy rate, F1-score, recall, area under the curve (AUC), R-squared (R?),
and adjusted R? and compared with baseline strategies such as CNN, artificial neural network (ANN),
MLP, deep neural network (DNN), and linear regression.

The rest of this study is organized as follows. Section 2 describes the materials. Section 3 describes
the methodologies employed. Section 4 presents and discusses the experimental results. Finally, section 5
concludes the work and outlines perspectives for future research.

2. MATERIAL
2.1. Dataset description

The dataset given in Table 1 was recorded from smart meters or electricity consumer sensors over a
period of 34 months from SGCC. SGCC offers a dataset consisting of 42,372 users over 1,035 days from
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1 January to 31 October 2016. There are 38,757 normal users marked as “0” and 3,615 electricity theft users
marked as “17; the electricity theft users account for 8.5% of the global dataset.

Table 1. Detailed description of the dataset

Type of data Energy consumption
Resolution 1 day
Number of consumers 42,372
Size 1,035 days
Normal users 38,757
Electricity theft 3,615
Preprocessing data 70%
Testing data 30%
Imbalanced data 20%

2.2. Python

Python is a programming language in the field of machine learning and deep learning. Within the
framework of this study, it served as the foundation for developing the proposed deep learning model. Using
its key libraries, including Matplotlib, Seaborn, NumPy, Pandas, and scikit-learn.

2.3. MATLAB

MATLAB is a specialized programming environment used in engineering and scientific
applications. In this work, training and evaluation of the proposed model were made possible using the
MATLAB 2021a version. Evaluation of the proposed model was also conducted using the same environment.

2.4. Computer

All experiments and computations for this study were performed on a DELL computer equipped with
a Core i7 processor (2.20 GHz), 8 GB of RAM, and Windows 10 operating system. This configuration
facilitated the execution of all implemented deep learning algorithms, including LSTM, GRU, Bi-LSTM
networks, Bi-GRU networks, SVM, CNNs, XGBoost, and decision trees. All algorithms were executed with
excellent computational time.

3. METHOD
3.1. Long short-term memory

LSTM is a specialized variant of the recurrent neural network (RNN) architecture, designed to more
effectively model long-range temporal dependencies. A key advantage of LSTM is its exceptional capability
in preprocessing sequential data, such as time series. There are interactions between the various components;
h:_, and h, indicate the output of the preceding and current cell, respectively. The current unit input is
symbolized as x;, while the neural network layer is represented by a box.

3.2. Support vector machine

The SVM algorithm was developed in the 1980s by Vladimir Vapnik using mathematical and
optimization evolutionary tools, considering high-dimensional datasets and good practical results. Practically,
the SVM is made of two groups that are separated by a hyperplane. However, there is an optimal space
among the separation planes, where the distance between the closest hyperplane and the training element is
optimal. The problem is to find the optimal separation frontier of the samples between the two parts. Solving
these problems involves constructing a hyperplane / with weights w and w, as presented in (1).

h(x) = wPx + w, @

3.3. Gated recurrent unit network

The GRU network is a kind of RNN that has garnered considerable interest for its capacity to
effectively capture and model long-term relationships. GRU networks distinguish themselves from LSTM
networks by integrating the cell state and hidden state into a unified variable, denoted as #,, whereas LSTM
networks maintain them as distinct entities. GRU networks employ the following mathematical equations to
carry out this merging. In (2) and (3), inputs are collected from the previous hidden state and the current data
point, which are then processed with respective weights.

z; = o(wz[he_y, %] + b;) )

1 = 0 (wy[he_q, %] + by) ®)
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3.4. Convolutional neural networks

CNNs are a specific category of ANNs that have garnered considerable interest because of their
outstanding capabilities in tasks such as image identification, object detection, and medical image analysis.
The structure of CNNs generally comprises convolutional layers, pooling layers, and fully connected layers.
Convolutional layers facilitate the network in effectively capturing spatial hierarchies and patterns in the
input data, hence making CNNs very successful for tasks that include visual information. Moreover, CNNs
have proven to be effective in a wide range of time series applications, such as classifying data, detecting
anomalies, and predicting outcomes.

3.5. XGBoost decision tree

XGBoost decision tree is employed in supervised machine learning applications for classification,
regression, and ranking. It works by iteratively training decision trees on the residual errors of the previous
tree. The system employs gradient descent optimization to reduce a loss function, which quantifies the
disparity between the anticipated and actual values. The algorithm is used for supervised learning problems
by predicting the target label y with training data x. Training loss and regularization terms comprise the
objective function of XGBoost as in (4).

0bj(f) = Xiz1 L, 9:) + 2(f) (4)

3.6. Performance metrics
The performance of the proposed model is evaluated using the following metrics.
i)  Accuracy: which describes the overall performance of a model across all classes. The calculation
involves determining the proportion of accurate predictions relative to the overall number of forecasts
made, as shown in (5).

TP+TN
TP+TN+FP+FN

®)

Accuracy =

ii)  Precision: which evaluates the ability of the model to correctly classify a sample, as defined in (6).

TP

Precision = (6)
TP+FP

iii) Recall: which classifies the positive samples, as given in (7).

Recall = —2— @)

TP+FN
iv) F1-score: which gives the relationship between precision and sensitivity, as presented in (8).
TP
F1 — score =2 X (m) (8)

With true positive (TP), false positive (FP), true negative (TN), and false negative (FN). These metrics
represent the possibilities of the consumers being either a true or a false consumer.
v)  MSE: represents mean of square difference between the predicted values and real values, as defined in (9).

MSE =~ %X, (5 — ,)? )

vi) Root mean square error (RMSE): represents the standard deviation between predicted values and real
values, as given in (10).

RMSE = |+, Gi = y)? (10)

vii) MAE: represents the absolute value of the difference between the predicted values and the real values,
as presented in (11).

MAE ==Y .|5; - yil (11)

viii) MAPE: represents the mean of absolute percentage prediction errors, as formulated in (12).
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MAPE = %Z?’ﬂ |%| X 100% (12)

ix) R? represents the proportion of variance in the dependent variable that is predictable from the
independent variables, as expressed in (13). With y; the real value, ¥; the predicted value, and y the
mean value of the recorded features.

N < 2
2 _ 1 _ 2iz1Fi-yd)
RE=1 N Gi-9) (13)

The highest accuracy means that the fraudulent consumer has been detected. When the recall and F1-score
are high, it means that a consumer is detected as fraudulent or normal.

3.7. Proposed models
3.7.1. Lookahead adaptive moment estimation model

The LADAM model is a hybrid algorithm that combines the LSTM with the ADAM algorithm for
optimizing neural network hyperparameters. ADAM is one of the most robust optimizers that improves
training speeds in DNN to achieve convergence quickly. It combines the best elements of momentum and
processing. Data are preprocessed to verify the absence of null and missing values and to detect any outliers.
Data scaling normalizes the range of variables. The data are separated into training and testing sets using a
training and test split, ensuring that the temporal order is preserved. The prepared data can be further utilized
for machine learning purposes by employing deep LSTM models optimized by the ADAM algorithm, as
depicted in Figure 1. The models were trained using a realistic electricity consumption database that was
made available by the SGCC.

— Taxran 1~ - —
Display normal co tion - Theft Control

Figure 1. Proposed flowchart for the LADAM hybrid algorithm

3.7.2. Proposed methodology framework for electricity theft detection

In this study, a combined scheme based on LADAM, Bi-LSTM, Bi-GRU, and SVM is implemented
for the detection of electricity theft in a smart power grid. The LADAM model, made of LSTM and ADAM
optimizer, is developed for meaningful feature extraction; the Bi-LSTM is used for the extraction, while
LADAM serves as feature selection. The SVM allows to classify the extracted features as normal or
fraudulent, while GRU is used for feature prediction. The flowchart of the proposed methodology framework
for electricity theft detection is given in Figure 2. This flowchart outlines the key stages, including data
collection, data analysis and preprocessing, feature extraction and selection, feature classification and
prediction, normalization, application of deep learning-based techniques, hyperparameter optimization, and
performance evaluation metrics. This structured framework ensures clarity in the steps followed for model
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development and validation. The parameters of the models are described as follows: 4 convolution layers, a

softmax LSTM transfer function, 7 minimum batch size, 60 maximum epoch, 100 iterations, a learning rate

of 0.0001, an ADAM optimizer, a 30% dropout rate, and a sigmoid activation function. The methodology for
data splitting, cross-validation, and hyperparameter optimization is described as follows:

i)  For the training-validation splitting method, the dataset is organized by characteristics and data nature,
ensuring that each group contains a time series. This grouping strategy enables controlled overlap
handling, which is essential for sequential learning models. The dataset is partitioned as follows: 70%
for training, 15% for validation, and 15% for testing.

ii) To enhance generalization, data segments from all smart meters are aggregated to form comprehensive
global sets. This aggregation allows for assessing temporal degradation and for classifying new,
previously unseen customers. Additionally, sample weighting, focal loss, and controlled temporal
oversampling (synthetic minority over-sampling technique (SMOTE)) are employed to balance the
dataset, particularly by augmenting or duplicating fraudulent time windows.

iii) The dataset used in this study comprises 42,372 smart meters installed at customer premises, providing
daily observations over a 10-month period.

iv) For the cross-validation strategy, this study adopts a time-aware grouped k-fold approach designed to
evaluate temporal robustness while preserving group integrity by meter ID. The total observation period
is divided into K contiguous time blocks. For each fold i, the model is trained on blocks 1 to i and
validated on block i + 1. Consequently, the training set expands with each iteration, emulating the
process of real-world deployment and enabling the model to predict future consumption without data
leakage from private customer information.

v) Regarding hyperparameter tuning, this work employs a Bayesian optimization strategy within a nested
search framework to mitigate over-optimism and enhance generalization. The complete modeling
pipeline includes three stages: data preprocessing, feature engineering, and model augmentation. The
defined hyperparameter search space includes the following: learning rate of 0.002, batch size of 32,
4 hidden layers, 64 hidden units, dropout rate of 0.3, weight decay of 0.02, sequence length of 12, and
latent dimension of 16 (with the ADAM optimizer).

The Bayesian search iteratively explores the parameter space while terminating unpromising trials
early. For each outer iteration, the best-performing set of hyperparameters identified internally is selected to
retrain the model on the entire input dataset. The model’s performance may be underestimated if fraudulent
behavior is strongly correlated with metadata.

Data
collection

!

Data analysis and
preprocessing

! l

Data training Data testing

l

LSTM GRU CHN Bi-LSTM LADAM SVM Bi-GRU

Feature extraction Feature classification
and selection and prediction
Deep learning- A

based algorithms

Performance metrics

Bi-LADAM-SVM-GRU

Fl-score Recall AUC Precision

RMSLE MAE MASE Adj. R*

Validation and visualising the results

Figure 2. Proposed methodology framework for electricity theft detection
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The proposed framework for electricity theft detection is implemented as follows:

i) Step 1: data collection. In this step, the data are collected every day from smart meters installed to
consumers. In this work, 42,372 consumptions have been recorded during 1,035 days.

ii) Step 2: data analysis and preprocessing. The collected data from electrical consumers are analyzed and
preprocessed. This step allows to avoid missing data with an interpolation method using data cleaning
and data normalization. The data preprocessing step improves the data accuracy, which directly
enhances the efficacy of the model.

iii) Step 3: data training and testing. In this model, the training step allows to train the dataset while the
testing data are used to validate the model's generalization. The overall dataset is divided into training
data of 70% and testing data of 30%.

iv) Step 4: feature extraction and selection. In this step, the Bi-LSTM allows feature extraction, while the
LADAM algorithm is used to select and normalize the features obtained after the training stage.

v) Step 5: feature classification and prediction. In this stage, the SVM model allows to classify the
normalized features with the aim of determining if the user is stealing energy. In this work, the SVM
examines the dataset and divides it into two groups: normal consumers and theft consumers. SVM
works on the phenomena of a hyperplane and divides the extracted features obtained from the LADAM
model into theft and non-theft users. Then, the GRU is employed for the prediction of the classified
features and finally identifies the potential fraudsters.

vi) Step 6: validation of the model. This step consists of verifying the efficiency of the proposed model
with the implementation of performance metrics such as MAE, MSE, MAPE, R?, F1-score, precision,
AUC, and recall. For the theft consumers, the MAE, MAPE, and RMSE should be low, while F1-score,
accuracy, recall, and AUC should be highest as possible. For the non-theft consumers, the MAE,
MAPE, and RMSE should be high, while F1-score, accuracy, recall, and AUC should be lowest as
possible. When the suspicious consumers are identified using the proposed Bi-LADAM-SVM-GRU
model, the energy supplier company can therefore send a penalty to the fraudulent consumer to
compensate for the illegally consumed energy. Then, if the consumer doesn’t pay the penalty, the
company can send technicians to shut down the consumer.

4. RESULTS AND DISCUSSION
4.1. Analysis of customer consumption

The collection of data allows analysis of electricity consumption behavior of users with
demographic, social, and financial trends. Data are collected over 1,035 days for 42,372 consumers. In this
study, consumers have installed smart meters at their homes to collect real-time electricity consumption. In
this case, this study was interested in the consumption of customer 35. The analysis of its consumption was
carried out over the three years for which our consumption records were taken.

4.1.1. For the year 2014

Figure 3 demonstrates customer 35 throughout 2014, with high energy consumption between
January and March, mid-May and September, and mid-November and December. However, it declines
between April and mid-May and then between September and November. It can be observed that the
consumption is depending to the periods of the year, whether the users are at home or at vacancy.

Energy consumption
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Figure 3. Energy consumption by customer 35 in 2014
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4.1.2. For the year 2015

Figure 4 demonstrates the changes in consumption for customer 35 throughout 2015, with high
energy consumption between January and the first half of March and then between June and September. It
can be observed a high variability of consumption during this year. This can be explained with a regular
enhancement of people's lifestyles during this year.
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Figure 4. Energy consumption by customer 35 in 2015

4.1.3. For the year 2016

Voltage rises are recorded between January and March, June and October, and the second half of
September, as illustrated in Figure 5. It can be observed a great consumption of around 10,000 MW between
July and September, and a low consumption of around 7,000 MW between January and May. Moreover, a
minimal consumption is recorded at around 2,000 MW between October and December.
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Figure 5. Energy consumed by customer 35 in 2016

For the dataset analysis, this study use LADAM model to extract important features by eliminating
noisy data. From the obtained data, the SVM allows to classify the consumers as normal consumers or
abnormal consumers. Therefore, sudden changes in the consumption of suspicious consumers allow the SVM
to identify fraud that may occur. From the obtained results, the LADAM-SVM model allows for identifying
around 462 fraudulent consumers, which represents around 1.09% of the overall consumers. The
identification of these fraudsters allows for avoiding the loss of millions of dollars during this period for the
electricity supplier companies.

4.2. Comparative study of optimization techniques

The choice of the model led us to carry out a comparative study with the state-of-the-art optimizers.
These are different forms of gradient descent employed in machine learning to optimize the cost function by
iteratively modifying the parameters towards the negative gradient direction to discover the optimal
parameters for a model. The aim of gradient descent is to find the set of parameters that minimizes this
deviation and improves the model’s performance. The cost function, in this case the MSE, quantifies the
disparity between predicted consumption and actual consumption by the model. The comparison of
implemented models is given in Table 2.

The momentum and root mean square propagation (RMSProp) algorithms have been associated with
the creation of the ADAM optimization algorithm. The cost function for this specific case is MSE = 6.45¢°,
The Nesterov algorithm, an extension of the classic gradient descent algorithm, considers previous gradient
updates. Its cost function for this specific case is MSE = 3.72 e,

The momentum gradient descent algorithm is an optimization algorithm that follows the
convergence of gradient descent by optimizing the updating of the weights. The impulse term is based on the
previous update of the weights and helps the algorithm gain momentum as it moves down the loss function.

A novel combined deep learning-based technique for electricity theft ... (Etienne Frangois Mouckomey)
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The cost function for this specific case is MSE = 8.75¢"%. The adaptive gradient (AdaGrad) algorithm is a
gradient-based optimization algorithm. Its learning rate is adapted to the hyper parameters by knowledge
incorporation of past observations. Its cost function for this specific case is MSE = 1.82e%. The RMSProp
algorithm is a gradient-based method in which its cost function for this specific case is MSE = 5.79¢"%4.,

The mini-batch gradient descent algorithm is a variant of the gradient descent algorithm frequently
used in training deep learning models. The basic principle of this algorithm is to separate the training data to
process them sequentially. Its cost function for this specific case is MSE = 8.16e*. The gradient descent with
decaying learning rate algorithm, a modern neural network training technique, starts by training the network
with a high learning rate and then slowly reducing it until a local minimum is obtained. This shows that an
initially high learning rate prevents the network from noisy data memorization, while a decreasing learning
rate improves the learning of complex models. The cost function for this specific case is MSE = 0.27. It can
also be observed that Table 2 summarizes the cost function optimized respectively with ADAM, Nesterov
accelerated gradient descent, momentum-based gradient descent, AdaGrad, RMSProp, mini-batch gradient
descent, and gradient descent with decaying learning rate. This shows that the LADAM-SVM optimizer, with
a cost function (MSE) equal to 6.45e°, outperforms the other six optimizers. The reduction of MSE with the
LADAM model proves its outperformance compared to those in the literature.

Table 2. Comparison of implemented models

Optimizers Epochs Learningrate  Cost function (MSE)

Proposed model (LADAM-SVM) 500 0.01 6.45¢%°
Nesterov accelerated gradient descent 500 0.01 3.72¢%
Momentum-based gradient descent 500 0.01 8.75¢%
AdaGrad 500 0.01 1.84e™
RMSProp 500 0.01 5.79¢%
Mini-batch gradient descent 500 0.01 8.16e%
Gradient descent with decaying learning rate 500 0.01 0.27

4.3. Predicting customer consumption

This study set out the consumption of customer 35 from January 1, 2016 to January 1, 2017. Figure 6
shows the electricity consumption measured after each hour. This paper can observe that the consumption is
growing around 8,000 KW during November 2016 and December 2016. Moreover, the consumption is
reduced to around 3,000 KW during October 2016, which is caused by the reduction of living costs.

Predicted values of consumer 35 in 2016
e Original
8000 e Predicted

6000

4000

Power in MW

2000

2016-10-01 2016-10-15 2016-11-01 2016-11-15 2016-12-01 2016-12-15 2017-01-01

Dates

Figure 6. Prediction of customer 35°s consumption in 2016

4.4. Detecting energy theft

The energy theft detection model presented in this study comprises multiple stages, with the initial
stage being data pre-processing. Subsequently, the sequential diagram is developed, as detailed in the
forthcoming subsection. The subsequent stage involves constructing the energy theft prediction model
utilizing the LSTM approach, with its hyperparameters fine-tuned through the utilization of the ADAM
algorithm. It is deemed suspicious and necessitates monitoring by the energy distribution company if the
energy consumption is less than 10% of the anticipated value during a span of six months. The utilization of
forecast model empowered us to potentially detect days when the customer’s usage was questionable and
days when it was typical. The date suspected of energy theft is the one that senses an increase in consumption
of more than 10% of its predicted consumption. The consumption gap (CG) is defined as (14).

PC—-RC
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If CG(%) < 10%, the customer’s consumption is considered normal, whereas if CG(%) > 10%, the
consumption is classified as suspect. Here, PC denotes the predicted consumption and RC the real
consumption. Furthermore, if a customer’s consumption remains under 10% of the predicted value for six
consecutive months, an inspection team will be dispatched. Table 3 summarizes the performance metrics
obtained for electricity theft detection using the implemented deep learning strategies. The corresponding

confusion matrices of the implemented deep learning models are depicted in Figure 7.

Table 3. Performance metrics for electricity theft detection

Models Fl-score Recall Accuracy Precision ROC-AUC
LSTM 0.83 0.80 0.81 0.91 0.81
GRU 0.87 0.83 0.86 0.93 0.83
LSTM-SVM 0.90 0.93 0.92 0.95 0.87
Bi-LSTM 0.91 0.95 0.94 0.95 0.91
Bi-GRU 0.91 0.96 0.95 0.97 0.01
Bi-LADAM-SVM-GRU 0.92 0.97 0.96 0.98 0.92
Confusion matrix - LSTM Model Confusion matrix - GRU Model
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Figure 7. Confusion matrices of implemented deep learning models
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As shown in confusion matrices, for the proposed deep learning model, the TP is 53, which
represents the number of attack instances detected daily. The TN is 2, so the model incorrectly identified
2 abnormal instances as attacks for a day. The FP is 105, so the model incorrectly detected 2 normal
instances as attacks daily. The FP is 11, which means that the model failed to identify 11 attacks, mistakenly
classified as normal.

4.5. Comparison with previous works

Several deep learning methods have been studied in the literature for electricity theft detection for
different datasets. Table 4 presents a comparative study of the proposed Bi-LADAM-SVM-GRU model with
several other methods that have been used to detect electricity theft in the literature. As shown in Table 4, the
performance evaluation reveals that the proposed Bi-LADAM-SVM-GRU model outperforms other models
respectively, with an MSE of 0.00692, MAE of 0.062, RMSE of 0.0067, and R? of 0.74. After examining this
previous work, this study notes the superiority of the proposed model. The relevance of these metrics to theft
detection is observed with the necessity to acquire real-time data from smart meters and the data analysis and
training, especially for large-scale datasets. These results are justified because hybrid Bi-LADAM-SVM-GRU
model incorporates the benefits of both Bi-LSTM and LADAM for feature extraction and selection, and
SVM with GRU for feature classification and prediction. However, the efficiency the proposed hybrid model
can be improved in the future by reducing the necessary time for electricity theft detection.

Table 4. Comparison with recent deep learning approaches of literature

Author Years MSE MAE RMSE R2  Fl-score Recall Accuracy Precision AUC
Nirmal et al. [16] 2025 - - - - 0.78 0.76 0.91 0.86 0.91
Gunduz and Das [17] 2024 - - - - 0.90 0.84 0.87 0.89 0.90
Nirmal et al. [19] 2024 0.01 0.34 - - 0.71 0.85 0.88 0.92 0.79
Taruna et al. [23] 2025 0.2 - 0.3 0.89 0.79 0.89 0.91 0.86
Sun et al. [24] 2025 0.9 - - - 0.84 0.76 - 0.81 0.79
Chuwa et al. [25] 2025 - 0.34 0.67 081 0.77 0.91 0.83 0.91 0.91
This study 2025 0.00692 0.062 0.0067 0.74 0.92 0.97 0.96 0.98 0.92

5. CONCLUSION

This research presented a comprehensive framework based on deep learning models for electricity
theft detection in a smart distribution grid. Therefore, the proposed method, named Bi-LADAM-SVM-GRU
model, is made of Bi-LSTM, LADAM optimizer with SVM classifier, and Bi-GRU. In this study,
a dataset provided by the SGCC is presented to evaluate the performance of the proposed method. The
dataset has been pre-processed and trained to optimize the deep learning model. Thus, the proposed
intelligent model allows to detect fraudulent consumers over a three-year period. In addition, to validate the
proposed model, simulations were carried out using various performance coefficients such as MSE, RMSE,
MAE, and R?, respectively, 0.00692, 0.0067, 0.062, and 0.74. Moreover, hybrid Bi-LADAM-SVM-GRU
model was compared with other deep learning techniques in the literature, such as LSTM-ADAM,
LSTM-Nesterov, LSTM-Momentum, LSTM-Adagrad, LSTM-RMSProp, LSTM-mini-batch gradient
descent, and LSTM-gradient descent with decaying learning rate, XGBoost decision tree, and auto-encoder.
The results derived from this research demonstrate the outperformance of this novel smart model compared
with those in the literature for electricity theft detection. With these promising results, the proposed hybrid
model can be applied for large-scale smart grids with the implementation of feature extraction and real-time
data acquisition. Moreover, further work can be applied in the implementation of optimized deep learning
techniques with different datasets and the internet of things in order to obtain better performance. In
addition, we can further improve the system with federated generative deep learning algorithms for the
enhancement of privacy and to reduce the impact of electricity theft, which can give novel opportunities to
electricity distributors.
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