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 Ensuring the security and privacy for the patient medical records and 

medical reports data is a crucial challenge as cloud-based healthcare 

technologies become more prevalent. For cloud-hosted medical data, 

internet of things (IoT) and artificial intelligence (AI) technologies shows 

best solutions for the challenges in the medical domain. This study suggests 

a Secure and Transparent Multi-Key Authentication Framework that makes 

use of AI. Using Z-score normalization, the framework first preprocesses 

the data before clustering to create a multi-level multi-key security 

structure. The physics-informed triangulation aggregation neural network 

(PITANN) model in the study reduces computation costs by minimizing 

overhead, ensuring secure handling of location-based and medical data for 

enhanced data classification and encryption effectiveness. A multi-key 

derivation of an elliptic curve, the ElGamal cryptography scheme is 

presented, which allows for safe multi-key encryption with little increase in 

the length of the ciphertext. This method guarantees safe, confidential 

access to cloud-hosted encrypted health information. An envisioned 

amalgamation improves flexibility by enhancing performance metrics such 

as speed of computation while safeguarding patient information through 

enhanced security measures and ensuring precise medical record integrity 

within virtual healthcare systems. 
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1. INTRODUCTION  

An investigation examines how an artificial intelligence (AI)-driven approach employs multiple 

verification methods for safeguarding digital healthcare record accessibility. The proposed mechanism 

fortifies cybersecurity measures in line with regulatory standards utilizing dispersed cryptographic keys 

for managing data security, guarantees comprehensive audit trails via blockchain infrastructure, and 

integrates advanced machine learning techniques to identify potential risks [1]. Robust strategies involving 
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robust cryptographic methods ensure privacy of healthcare information housed within distributed 

computing environments shared among various users [2]. Intelligent software safeguards computer 

systems against unauthorized access through advanced authentication methods like two-step verification; it 

also manages who can use these systems securely by limiting their privileges appropriately. Switching 

from physical records to digital healthcare databases enhanced medical services significantly however, this 

transition heightened cybersecurity threats [3]. Enhancing data protection significantly occurs through 

integrating blockchain alongside lattice-based authentication mechanisms. A cryptographic method 

employing advanced artificial intelligence (AI) models ensures privacy of patient health information. 

Advanced AI-driven multifactor security significantly bolsters cloud safety protocols [4]. Users who 

authenticate themselves through restricted methods utilizing encrypted database systems safeguard 

sensitive patient information from unauthorised access. Sophisticated encryption methods are employed 

throughout various geographical areas of computer systems for safeguarding medical records [5]. Ensuring 

seamless availability of patient’s healthcare data electronically is crucial in medicine. The document 

proposes implementing an electronic verification mechanism for enhancing data accuracy, privacy, and 

safeguarding measures [6]. Utilizing telemedicine via cloud-based systems enables AI for diagnosis; 

nonetheless, concerns about cyber security and data protection persist [7]. In dealing with electronic health 

records management, the elliptic curve cryptography (ECC) protected cryptography discussed below 

guarantees both safety and reliability. 

Nowadays, managing patient data efficiently has become much easier due to significant 

advancements in AI alongside increased use of cloud-based health info storage systems. Nevertheless, 

concerns about data safety, confidentiality, and unauthorized use persist, necessitating robust identification 

authentication methods. Commonly employing weak passwords makes systems susceptible to threats such as 

identity theft and phishing scams [8]. 

 

 

2. LITERATURE SURVEY 

The study [9] evaluated the safety of patient data files, highlighting issues related to conventional 

watermarks. By employing advanced machine learning techniques such as deep neural networks and 

incorporating invisible watermarks for verification purposes, their approach enhanced both resistance against 

attacks and ensured secure identification processes. Despite advancements in blockchain technology and 

cryptographic methods for enhancing security, challenges related to compatibility and performance remained 

unresolved. The study [10] discussed concerns related to securing health data through internet of things (IoT) 

technology in medical systems. Proposed was an anonymous system utilizing cryptography for its security 

features. They ensured effectiveness without compromising safety measures. Nevertheless, scalability and 

computational overhead concerns remained. 

In [11] investigated processing of clinical notes using bidirectional long short-term memory 

(BiLSTM). AI, machine learning and internet of things plays very vital role for patient records monitoring in 

medical domain. In [12] designed a quantum-safe multi-factor authentication mechanism for medical IoT. 

Their approach improved security but encountered issues in complexity and efficiency. Further research was 

required for optimization. 

In [13] suggested a safe authentication approach for cloud-based electronic health records. Their 

solution increased security and minimized key exchange, but it had scalability issues. Further research was 

required for real-world application. 

 

2.1.  Problem statement 

High computational complexity, scalability problems, and vulnerabilities in key generation are some 

of the difficulties facing healthcare data management. These are addressed by secure and transparent multi-

key authentication for cloud-hosted medical data using AI, which uses physics-informed triangulation 

aggregation neural network (PITANN) based classification and multilevel multi-key security. Secure 

encryption and little ciphertext expansion are guaranteed by a multi-key derivation elliptic curve ElGamal 

cryptography technique. This approach enhances productivity, confidentiality, and accuracy which is a secure 

and scalable online health care administration tool. 

 

 

3. PROPOSED METHOD 

The mobile health (MHEALTH) and UCI dataset is preprocessed using Z-score normalization, and 

data is clustered for multilevel multi-key security. To assure the privacy of the transmission and storage, the 

system utilises PITANN for protected location and medical data classification. This Section will outline how the 

derivation of multiple keys protects the information of the clustered data which is stored in the cloud using 
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elliptic curve cryptography with small sized ciphertext expansion. Data acquisition followed by pre processing, 

secure multiple key generations and the encryption of data are shown in the schematic representation as per 

Figure 1. In data collection initially it is collected two datasets namely MHEALTH and UCI. In secure multi 

key generation it is used Elliptic curve ElGamal cryptography. For data encryption to convert plain text to 

cipher text, it is used PITANN. 

 

 

 
 

Figure 1. Overall schematic representation of proposed methodology 

 

 

3.1.  Data collection 

The MHEALTH dataset is based upon activity recognition and healthcare with UCI machine 

learning repositories datasets [14], [15]. These datasets contain rich information that can be used for creating 

prediction model on high-quality medical information. The processing ensures that these data are accurate, 

reliable, and contribute to advance quality medical solutions. The MHEALTH dataset is an open dataset and 

it is specifically designed for human activity recognition under wearable sensors scenarios. This data set is 

utilized to promote scientific research activities in mobile health monitoring and activity identification. The 

UCI machine learning repository serves as a fundamental resource for numerous datasets utilized in machine 

learning research activities and testing purposes. The University of California, Irvine hosts this repository 

which delivers a broad spectrum of datasets encompassing classification, regression, clustering, and time 

series analysis domains. 

 

3.2.  Preprocessing  

Preprocessing AI-operated authentication and secure key management for organized medical data 

guarantees. Preprocessing information has been supplied as stated below. In Z-score normalization, the 

preprocessing phase of normalization involves breaking the data into numerical properties that can be used to 

convert data values into a specific range. When normalizing data, many techniques are commonly used, such 

as decimal scaling, Z-score generalization and minimum-maximum normalization. In (1) shows how Z-score 

normalization from attribute 𝐷 to 𝑢 into a previously unknown range transforms to a 𝑢𝑖 value [16]. 

 

𝑢𝑖
′ =

𝑢𝑖−𝐷𝑖

𝑠𝑡𝑑(𝐷)
 (1) 

 

Where 𝑢𝑖
′ result of normalization value of 𝑢𝑖 . 𝑢 is the value to be normalized in attribute 𝐷𝑖 

which is the 

mean value of attribute and
 
𝑠𝑡𝑑(𝐷) is the standard deviation for attribute 𝐷. 

 

3.3.  Physics informed triangulation aggregation neural networks  

Physical rules are incorporated into neural network architecture to solve partial difference equations 

(PDEs), known as physics-informed neural networks (PINNS) [17]. But when it comes to handling complex 

geometric and odd domains, traditional pins often struggle with accuracy and efficiency. To deal with these 
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issues, we provide PITANN, a new structure that improves PINNs using triangle-based aggregation and 

domain discretionary methods. The purpose of the pit is to solve PDE in general as shown by (2). 

 

𝐿𝑢(𝑥) = 𝑓(𝑥)𝑥 ∈ Ω (2) 

 

Where 𝐿 is a differential operator, 𝑢(𝑥) is the solution function, and 𝑓(𝑥) represents source terms or external 

forces. In triangulation, PITANN uses Delaunay triangulation to extract a collection of non-overlapping 

triangular elements 𝑇𝑖 from the computing domain Ω. This makes it possible to extract features locally and 

improves the neural network's ability to efficiently learn intricate boundary interactions [18]. For each 

triangular element 𝑇𝑖, we approximate the solution 𝑢(𝑥)using a set of basis functions shown in (3). 

 

𝑢(𝑥) ≈ ∑ 𝜙𝑗(𝑥)𝑁
𝑗=1 𝑢𝑗 (3) 

 

Where 𝑢(𝑥) is a specific spatial point 𝑥, the approximated solution function, 𝑁 is the total number of 

nodes, 𝜙𝑗 (𝑥) is the shape function associated with the triangulation, which are used to interpolate the 

solution within each triangular element, 𝑢𝑗 is the nodal value of the solution function at the triangulation 

node. In aggregation, PITANN aggregates local solutions derived from individual triangular elements rather 

than treating the entire domain as a single entity [19]. The final solution 𝑢(𝑥) is computed as a weighted sum 

as shown in (4). 

 

𝑢(𝑥) = ∑ 𝑤𝑖𝑢𝑖(𝑥)𝑀
𝑖=1  (4) 

 

Where 𝑤𝑖 is the aggregation weights learned during training, 𝑀 is the number of such elements used in the 

aggregation process.  

 

3.4.  Multi key derivation elliptic curve ElGamal cryptography 

ECC is a public-key cryptosystem that uses elliptic curves over finite fields, which have an algebraic 

structure. Shorter key lengths and robust security make it effective in contexts with limited resources, such 

mobile devices and Internet of Things platforms. Known for its asymmetric encryption, the ElGamal 

cryptosystem bases its security on the difficulty of solving the discrete logarithm problem. Together,  

they improve security and computational efficiency in elliptic curve ElGamal (EC-ElGamal) encryption.  
The mathematical characteristics of elliptic curves as given by the following (5) which serve as the 

foundation for ECC. 

 

𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏 (5) 

 

Where 𝑥, 𝑦 are the coordinates of a point on the elliptic curve and 𝑎, 𝑏 are the points which forms  

the specific shape of the curve. The EC-ElGamal Cryptosystem EC-ElGamal is a modification of the 

ElGamal cryptosystem that uses elliptic curve point multiplication in place of modular arithmetic [20]. Key 

generation, select an elliptic curve 𝛦 over a finite field 𝐹𝑞 .Choose a base point 𝐺 on 𝛦 with a large prime 

order. Select a private key 𝑑, a random integer. Compute the public key 𝑄 = 𝑑𝐺. Encryption: represent the 

plaintext message as a point 𝑀on the curve. Choose a random integer k .Compute the ciphertext as a pair of 

points(𝐶1, 𝐶2): 𝐶1 = 𝑘𝐺 𝐶2 = 𝑀 + 𝑘𝑄. In Decryption, Compute𝑀 = 𝐶2 − 𝑑𝐶1. Where 𝐶1, 𝐶2is the first and 

second component of the ciphertext. M is the plaintext message. k is the random integer. 𝑄 is public key.𝐺is 

a base point of curve [21]–[25]. 

 

3.5.  Computational complexity 

The proposed PITANN model performs training with a complexity of approximately O(n × t),  

where n is the number of training samples and t is the number of triangular elements used in domain 

discretization. The ECC-ElGamal encryption step performs point multiplication on elliptic curves with 

complexity O (k log k), where k is the key size. Overall, the combined framework achieves a near-linear 

complexity with respect to dataset size, making it feasible for large-scale healthcare data processing on 

modern cloud platforms [26]. 

 

 

4. RESULTS AND DISCUSSIONS 

The system requires an Intel Core i3 processor, 32GB RAM, and a 1TB SSD for optimal 

performance. High-speed internet is needed so that the cloud works efficiently, while Google Cloud Storage 
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provides the necessary data storage. It can run on Windows 11 and uses Python 3.12 along with machine 

learning and encryption libraries like TensorFlow or PyTorch, Scikit-learn, NumPy, Pandas, Cryptography, 

and PyCryptodome. PostgreSQL is used as the database solution, while the cloud services are provided by 

Google Cloud Compute. Pandapower is a suggested power system analysis tool that provides complete 

computational capabilities. Heart disease prediction and analysis is shown and presented in [27]. 

 

4.1.  Comparison analysis 

The Table 1 presents a comparison of the performance of convolutional neural network (CNN), 

random forest (RF), and the suggested MHEALTH dataset. RF achieves accuracy of 95.56%, with precision, 

recall, and F1-score values of 93.50%, 91.83% and 93.25%, respectively. CNN improves with 90.4% accuracy. 

The MHEALTH dataset outperforms both, achieving 99.21% accuracy, with precision, recall, and F1-scores of 

99.36%, 99.6%, and 99.14%, respectively. MHEALTH shows superior performance across all metrics. 

 

 

Table 1. MHEALTH dataset comparison of existing methods with proposed model 
Methods Accuracy % Precision % Recall % F1-score % 

RF 95.56 93.50 91.83 93.25 

CNN [23] 90.4 96 95.3 94.56 

Proposed 99.21 99.36 99.6 99.14 

 

 

Table 2 shows compares the performance of logistic regression (LR), BiLSTM, and the proposed 

UCI dataset. LR achieves accuracy of 88.14%, with precision, recall, and F1-score values of 88%, 89.10% 

and 88.36%, respectively. BiLSTM improves with 93.4% accuracy. The UCI dataset outperforms both, 

achieving 99.52% accuracy, with precision, recall, and F1-scores of 99.46%, 99.34%, and 99.25%, 

respectively. UCI shows superior performance across all metrics. Table 3 shows the error values for the 

proposed method compared to the existing method. 

 

 

Table 2. UCI dataset comparison of existing methods with proposed model 
Methods Accuracy % Precision % Recall % F1-score % 

LR [24] 88.14 88 89.10 88.36 

BiLSTM [25] 93.4 96.9 91.7 94.23 

Proposed 99.52 99.46 99.34 99.25 

 

 

Table 3. Error value for proposed with existing 
Methods R squared error MSE RMSE 

DNN [17] 0.52 0.61 0.45 
GNN [19] 0.41 0.47 0.55 

Proposed 0.33 0.29 0.36 

 

 

Figure 2 presents the training and validation performance over 100 epochs. For the MHEALTH 

dataset, (a) shows a training accuracy of 0.99 and a testing accuracy of 0.98, indicating a strong fit, while  

(b) reports a training loss of 0.79 and a testing loss of 0.80. Similarly, for the UCI dataset, (c) shows a 

training accuracy of 0.99 and a testing accuracy of 0.83, while (d) reports a training loss of 0.80 and a testing 

loss of 0.75, demonstrating good generalization. 

Figure 3 shows the cihphertext expansion ratio in (a) encryption time and (b) decryption time which 

compares the cluster's encrypting and decryption times. The cluster routinely performs better than the others 

in both metrics. Both encryption and decryption durations increase linearly with data size, and the cluster 

maintains its highest efficiency throughout. 

 

4.2.  Limitations 

While the proposed PITANN–ECC-ElGamal framework demonstrates excellent performance on the 

MHEALTH and UCI datasets, several limitations remain. First, the approach does not currently address post-

quantum cryptographic threats; future work should consider lattice-based or code-based cryptography to 

mitigate quantum attacks. Second, actual clinical datasets were not evaluated because of accessibility 

limitations, and therefore further validation is needed on larger-scale heterogeneous medical data in order to 

have generalizability. Lastly, PITANN's computational complexity would grow with very dense or irregular 

data, and thus further optimization will be necessary for large-scale usages. 
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(a) (b) 

  

  
(c) (d) 

 

Figure 2. Training and testing performance analysis for two datasets in (a) training and testing accuracy 

MHEALTH, (b) training and testing loss MHEALTH, (c) training and testing accuracy UCI, and  

(d) training and testing loss UCI 

 

 

  
(a) (b) 

 

Figure 3. Ciphertext expansion ratio in (a) encryption time and (b) decryption time 

 

 

5. CONCLUSION 

A multi-key authentication method within the proposed architecture ensures secure and efficient 

storage of cloud-hosted medical data. Data privacy, integrity, and computational efficiency are enhanced by 

combining multi key derivation elliptic curve ElGamal cryptography and PITANN-based classification. 

Ensuring scalable cloud-based health solutions, the process minimizes ciphertext expansion but allows safe 

operations on ciphertext. With a strong encryption method, this hybrid architecture tackles important issues 

in medical data security. In the end, it offers a dependable, private solution for medical data kept in the cloud. 

Future research will focus on integrating the proposed PITANN–ECC framework with federated 

learning and cloud-native deployment models to enhance scalability. We also plan to incorporate  

post-quantum cryptography for quantum-resistant security and perform comparative benchmarking with 
RSA, AES, lattice-based, and homomorphic encryption techniques. Finally, additional work will involve  

k-fold cross-validation, statistical significance testing, and validation on real-world clinical datasets. 
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