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Digital technologies are becoming increasingly integrated into mental health
counselling. While expanding the boundaries of service provision, these
technologies have also raised numerous ethical challenges that urgently need
clarification. This study conducts a scoping review following the
standardized methodology developed by Arksey and O’Malley. It identifies
five core ethical challenges facing practitioners: privacy and data security;
informed consent and autonomy; service accessibility and equality;
algorithmic fairness and bias mitigation; and inclusiveness and equity.
Existing comparative analyses show that Western countries, including the
United States (US) and the United Kingdom (UK), have mature digital
mental health regulatory frameworks. In contrast, non-Western countries
generally face gaps in legal protections, which have created a global ethical
divide. Artificial intelligence (Al)-related risks, such as algorithmic bias and

Scoping review lack of transparency, further exacerbate these problems. The study calls on
policymakers to improve relevant regulatory frameworks and requires

practitioners to receive specialized ethical training.
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1. INTRODUCTION

Following the COVID-19 pandemic, the penetration rate of global digital mental health care
platforms has risen substantially. Telemedicine, mobile health applications, and artificial intelligence
(Al)-driven diagnostic tools have completely reshaped the access model for mental health services.
Nevertheless, this field still confronts core challenges at both the ethical and practical levels: while Western
jurisdictions, including the United States (US) and the European Union (EU), boast mature regulatory
frameworks such as the US 1996 Health Insurance Portability and Accountability Act (HIPAA) and the EU’s
general data protection regulation (GDPR), non-Western countries like Malaysia and South Africa suffer
from severely lagging regulatory capacity. This paper argues that launching global collaborative dialogue is a
necessary measure to address the fundamental imbalance in the north-south regulatory landscape.

Digital technology in mental health, therefore existing research [1] shows that during the COVID-19
pandemic, in-person mental health services worldwide were generally restricted, and three types of digital
tools—telemedicine programs, mobile mental health applications, and online counselling platforms—gained
widespread use. While these tools greatly improved service accessibility, the present study finds that this
shift has brought new challenges to protecting the confidentiality of clients’ personal information, challenges
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that existing ethical framework are no longer able to address. Research by [2] points out that privacy has long
been a core ethical principle in this field, and adapting to new technologies requires updating privacy
measures to safeguard the security of patients' sensitive information and standardize data processing
practices. Currently, big data technology, which is widely adopted across the entire industry, drives the
large-scale collection of personal information, further amplifying privacy risks. In Malaysia, where data
protection regulations remain incomplete, local patients' data face even higher security risks, making the
practical urgency of this ethical issue increasingly prominent [3].

The core ethical dilemma in the field of digital mental health is the issue of informed consent.
Traditional face-to-face counselling has established a mature informed consent mechanism through direct
communication, which can ensure that clients are aware of the pros and cons of relevant services. This
well-established framework, however, only highlights the brand-new problems emerging in digital scenarios.
Study [4] points out that the terms of service of current digital mental health platforms are lengthy and
complex, and the vast majority of clients cannot understand the content. Study [1] mentions that insufficient
digital literacy among groups in low-resource settings further amplifies this risk; study [5] finds that most
practitioners lack formal training to address relevant ethical challenges, which can easily trigger various
problems. For this reason, this study proposes that the training and support system for practitioners must be
re-evaluated to fulfil ethical responsibilities in digital settings. Informed consent in the field of digital mental
health is a core ethical challenge that urgently needs clarification in this research area. Traditional
face-to-face psychological counselling, which relies on direct communication, has developed a mature
guarantee mechanism for informed consent, which can ensure that service users clearly understand all
benefits and risks of the services they receive. Existing research shows that this mechanism faces multiple
impacts in digital scenarios: points out that platform rules have inherent flaws [4], mentions that gaps in user
literacy among low-resource groups will amplify risks [1], and clarifies that practitioners have obvious
capability deficiencies [5]. In response to these issues, this study proposes to optimize the training and
support system for practitioners.

Data privacy and security are the most central ethical concerns in the field of digital mental health
counselling. Drawing on research from [6] sorts out global regulatory differences: the US HIPAA, the EU’s
GDPR, Malaysia’s PDPA [1], and India’s lack of a comprehensive, specialized regulatory system. This paper
proposes that the popularization of telemedicine will amplify these loopholes, creating an urgent need to
introduce a dedicated data protection framework. Informed consent, where obtaining informed consent in
digital settings is a complex ethical challenge. Its effective implementation is hindered by low digital literacy,
language barriers, and cumbersome legal documents, and risks are even higher in underdeveloped
regions [7]. This process can be simplified through the use of videos and infographics [3].

Digital competency, this study identifies digital competency as an essential requirement for
delivering ethically sound online mental health services. Practitioners must be proficient with digital
platforms and adhere strictly to professional ethical standards [5]. However, most lack formal training in
this area [1], which leads to three types of risks: breaches of confidentiality, communication errors, and
unclear professional boundaries [5]. This deficiency is especially evident in resource-limited settings in
non-Western countries [1].

This study defines digital competence as a prerequisite for ethical compliance in online mental
health services, which requires practitioners to operate digital platforms proficiently and strictly uphold
professional ethics. However, most practitioners lack formal training in this field. In [1], which leads to three
types of risks: breaches of confidentiality, communication errors, and unclear professional boundaries [5].
This deficiency is especially prominent in non-Western resource-limited regions [1].

Maintaining therapeutic boundaries, previous research [5] notes that compared to traditional
in-person face-to-face psychological counselling, digital psychological counselling is far more likely to
trigger ethical risks due to blurred professional boundaries. A typical example of this issue is clients sending
unscheduled private messages to their counsellors. The present study proposes that clear communication
guidelines must be established at the initial stage of treatment. Cultural and contextual considerations, this
study proposes that cultural and contextual factors exacerbate the ethical challenges of digital mental health
counselling. Based on samples from non-Western countries, the research identifies three core problems:
mental illness-related stigma, language barriers, and cognitive differences, and recommends that practitioners
adjust their practices to adapt to local cultural contexts [1].

2. METHOD

This study adopts the scoping review method, following the framework proposed by Arksey and
O’Malley [8]. It covers both eastern and western research contexts and strictly adheres to their five-stage
process. All methodological details are listed in Table 1.
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Table 1. Five-stage scoping process

No Stages Description
1 Identifying research What are the ethical challenges of digital mental health services?
questions What are the core attributes of existing literature in the field of digital mental health
ethics?

2 Identifying relevant studies A comprehensive search was conducted using Scopus and Web of Science (WOS),
utilizing search terms, such as “digital mental health ethics”, “data privacy”, “informed
consent”, “telehealth”, and “Al in mental health”.

3 Study selection Inclusion criteria focused on empirical studies, theoretical papers, and reviews addressing
ethical issues in digital mental health counselling. Only English-language papers published
between 2019 and 2024 were included. Book chapters and books were excluded.

4 Data extraction and Selected studies were analyzed using a structured Excel sheet capturing variables, such as

analysis year of publication, country, population, study design, key ethical issues, and
recommendations. Thematic analysis was used to categorize the studies into five main
ethical areas.

5  Collating and summarizing ~ Findings were reorganized into themes and subthemes identified through thematic and

results comparative analyses to present a robust discussion of ethical challenges in digital mental
health counselling.

3. RESULTS AND DISCUSSION
3.1. Overview of study selection and characteristics

The process was conducted using the five-stage scoping process. A total of 37 records were obtained
from the WoS database, 128 from Scopus, and 276 from ERIC (n = 441). After removing 22 duplicate
entries, this study completed multiple rounds of screening, and ultimately, 20 studies met the inclusion
criteria. These eligible studies cover 10 countries, with the US ranking first with 6 included studies. The
number of relevant publications rose sharply after 2020, reaching a peak of 5 publications in 2023.

This trend stems from the COVID-19 pandemic, which accelerated the promotion of digital mental
health tools. This study reviews the 20 included studies in digital mental health. Scoping review analysis
shows that these studies are geographically concentrated in high-income Western countries, and their
publication dates are concentrated between 2020 and 2024. Drawing on the judgments presented in [1]
and [9], the COVID-19 pandemic has catalyzed relevant ethical issues to shift from being latent to urgent.
Previous frameworks that relied on Western regulatory systems, such as HIPAA and GDPR, cannot adapt to
the legal, infrastructure, and cultural contexts of non-Western settings. This study extracts five major ethical
themes, and their corresponding relationships are organized in Table 2, which will be analyzed in depth in
subsequent sections.

3.2. Thematic findings and discussion

This study uses thematic analysis to extract five core research themes: privacy and data security;
informed consent and autonomy; service accessibility and equity; algorithmic fairness and bias; and
inclusiveness and equity. Proceeding in phases under an integrated analytical framework, the study first
reports core findings for each individual theme, then interprets these findings within scientific and regulatory
contexts. This approach can clarify the internal connections within the research field and generate insights for
reference by policy and practice.

3.2.1. Privacy and data security

The systematic review conducted for this study in the field of digital mental health included a total
of 20 relevant studies. Statistical analysis found that privacy and data security are the most frequently
mentioned ethical concerns in the field. Five dedicated studies covered four types of scenarios, including
online psychotherapy [10] and wearable screening [11], [12], and remote mental health services during the
pandemic [13], with the core conflicts being the large volume of sensitive data collected yet insufficient
corresponding protection, as well as inconsistent governance standards across different jurisdictions.

This study first draws on existing research to organize and outline three core international medical
data regulatory frameworks: the US HIPAA, the EU’s GDPR, and the United Kingdom (UK)’s National
Health Service (NHS) encryption rules [1]. It then cites multiple US medical data security incidents recorded
in [14], in which millions of medical records were leaked. On this basis, the study argues that existing
regulatory rules cannot guarantee data security when relied on alone, and there is an urgent need to establish
a supporting compliance framework. This study further finds that the privacy risks of mental health medical
data are far higher than those in routine medical scenarios.

Taking Malaysia’s current personal data protection act as an example, the country only has a
general-purpose data protection framework, with no specialized rules for highly sensitive mental health data.
This gap is not a purely technical issue; it will trigger a loss of patient trust, which in turn undermines the
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very foundation of mental health services. For this reason, the study proposes that privacy protection must
integrate three core dimensions: patient trust, treatment effectiveness, and equitable access to medical care.

Table 2. Charting the data

No Author Year Finding Key ethical challenge Sub-theme Theme
1  Skorburg 2024 Ethics of Al and Al decision-making vs. patient ~ Autonomy in Informed
etal. [15] participatory research in autonomy Al consent and
mental health autonomy
2 Kretzschmar 2019 Perspectives of young User trust and decision-making Trust and Informed
et al. [16] people on mental health autonomy autonomy in consent and
chatbots chatbots autonomy
3 Nebeker 2019 Ethics in Al-supported Informed consent and privacy Informed Informed
etal. [17] digital health research in Al research consent in Al consent and
research autonomy
4  Birketal. 2021 Value across user Data privacy and ownership Ownership of Informed
[18] experience and data data consent and
ownership domains autonomy
5  Hassem and 2022 Evaluation of ethical Confidentiality and data Privacy in Privacy and data
Laher [3] guidelines in online handling in online screenings online security
mental health screening screening
6  Skorburgand 2021 Ethical and epistemic Balancing rapid response and Digital health  Privacy and data
Friesen [13] concerns in digital mental ethical rigor during crises response security
health during COVID-19
7  Stolletal. 2020  Ethical concerns in online  Maintaining confidentiality and Online Privacy and data
[10] psychotherapy informed consent online psychotherapy security
8  Chiauzzi 2020 Telemental health Privacy and data security in Privacy in Privacy and data
etal. [11] challenges during the video consultations telemental security
COVID-19 era health
9  O’Leary 2024 Using wearables for Privacy and accuracy in Privacy in Privacy and data
etal. [12] mental health screening in wearable data for children wearables security
children
10  Coghlan 2023 Ethical concerns with Transparency and Transparency Algorithmic
etal. [19] mental health chatbots accountability in chatbot in chatbots fairness and bias
recommendations
11  McCradden 2023 Promise of Al in Ensuring fairness and Transparency Algorithmic
et al. [20] psychiatry and associated transparency in Al models in Al fairness and bias
ethical issues psychiatry
12 Arbanas [21] 2024 Impact of chatbots like Trust and over-reliance on Trust in Algorithmic
ChatGPT in psychiatric automated chatbots chatbots fairness and bias
care
13 Morch 2020 Ethical guidelines for Al Ethical use of Al in critical Ethics in Al Algorithmic
etal. [22] in suicide prevention interventions suicide fairness and bias
prevention
14 Vilazaand 2021 Ethics of chatbot Balancing automation with Fairness in Algorithmic
McCashin automation in mental human care chatbot fairness and bias
[23] health therapy therapy
15  Martin 2021 Development of digital Privacy in continuous Digital Inclusivity and
et al. [24] phenotyping tools in monitoring and data capture phenotyping fairness
mental health
16  Valentine 2023 User autonomy vs Mental health apps Mental health Inclusivity and
et al. [25] algorithm-driven recommendations apps fairness
recommendations
17 Pavez 2023 Ethics of care in Ensuring inclusivity and Digital Inclusivity and
et al. [26] marginalized fairness in digital interventions inclusion fairness
communities using digital
tools
18  Faissner 2024 Ethical analysis of Preventing epistemic injustice Smartphone Inclusivity and
etal. [27] depression detection via in passive tracking apps apps fairness
smartphone apps
19  Alkureishi 2021 Digital mental health Equitable access to digital Digital mental Accessibility
et al. [28] ethics during COVID-19 mental health tools health and equality
20 Callard 2022 Mental health in Impact of capitalism on student Digital Accessibility
etal. [29] universities under digital mental health and care capitalism and equality

capitalism

3.2.2. Informed consent and autonomy
This study reviews four existing ethical studies in digital mental health services. These studies
uniformly identify informed consent and user autonomy as core ethical challenges for the real-world
deployment of such services. This study categorizes two types of problem-triggering scenarios: the first
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involves the lack of in-person non-verbal cues in traditional remote counselling, and the second encompasses
three types of risks derived from intelligent service carriers. This study further cites the chatbot study from
reference [16], the Al research platform study from reference [15], and the conclusions presented in [18] to
corroborate the pervasiveness of these pain points.

This study breaks through the traditional limitation of focusing solely on procedural compliance,
expanding the boundary of the research’s significance. Drawing on the views of scholar [30], it proposes that
informed consent in digital contexts should move beyond the one-time process limited to initial registration,
and be reconstructed as a continuous dialogue that iterates in sync with in-use technologies and treatment
models. This argument refutes the dominant current mainstream practice that treats informed consent as a
one-time event—that is, the lengthy terms of service that users click to agree to without any genuine
understanding [14]. This problem is particularly acute in low-resource settings, where limited digital literacy
and language barriers further undermine the practical significance of the consent process [7]. While
multimedia informed consent tools with embedded videos and infographics already exist [3], their
on-the-ground adoption rate remains very low. From a critical perspective, this paper argues that informed
consent in digital health contexts has become invalid, directly undermining user autonomy. A study [31]
notes that users lack understanding of the scope of use, sharing, and commercialization of their personal
health data, and are thus unable to make truly informed medical decisions. In [32], propose replacing
traditional all-or-nothing consent agreements with granular, user-controlled decision-making rights over
personal data sharing. This paper adds that digital health regulatory frameworks require iterative updates to
mandate the rollout of suitably adapted, dynamic, and easy-to-understand informed consent mechanisms.

3.2.3. Service accessibility and equality

Two independent studies focused on digital mental health services [29], [28] point out that a core
ethical paradox exists in this field: while these technologies have the potential to reach previously
underserved youth, rural communities, and economically disadvantaged groups, they may instead exacerbate
existing health disparities. Existing research [28] draws on empirical data collected during the COVID-19
pandemic to confirm that a lack of stable internet, suitable devices, or necessary digital literacy excludes
certain groups from accessing various digital services. This study focuses on the intersection of digital
inequality and digital mental health, builds on the established research lineage in the field of digital
inequality, and cites the definition of digital inequality proposed in [33], which frames digital inequality as
covering three dimensions: access, skills, and usage. These dimensions together worsen the developmental
disadvantages of marginalized groups, and when projected onto the mental health context, they create a
supply-demand mismatch: the groups that need services most are the least able to access digital mental
health support.

In [34] notes that integrating universal design into digital mental health platforms can only reduce
some access barriers, and cannot resolve structural barriers in low- and middle-income countries such as
poverty, geographic isolation, and gaps in digital infrastructure. Building on the topics of privacy and
informed consent explored in our team’s prior publications, this study identifies that groups with low digital
literacy face dual risks: suffering privacy violations and being unable to provide valid informed consent. This
study calls for ethical frameworks in this field to adopt an intersectional perspective to recognize the
disproportionate harm that overlapping vulnerabilities inflict on specific populations.

3.2.4. Algorithmic fairness and bias

This review includes a total of five ethical studies, cited as [19]-[23], that highlighted the issues of
algorithmic fairness and bias in Al-driven mental health technologies. These studies reach a consistent
consensus: non-representative training data will trigger systemic bias across three core categories
of applications: mental health diagnosis, chatbot therapy, and suicide risk assessment, indicating that
non-representative training data can produce systemic biases. In addition, [22] also proposes that algorithmic
errors in suicide prevention scenarios constitute life-or-death-level ethical risks.

This study states at the outset that the current field of medical Al suffers from a severe transparency
deficit. Researchers [19], [20] proposes that the black-box nature of Al algorithms weakens accountability
mechanisms and impedes physicians and patients from evaluating the basis of automated medical advice.
In [21] supplements this line of research by identifying new risks in mental health care scenarios, pointing
out that chatbots are easily misused in contexts that require human clinical judgment. In [23] further question
whether automated cognitive behavioral therapy can meet the ethical standards of care. This study points out
that Al used in medical scenarios at the current stage suffers from a severe lack of transparency.

Existing research [19] and [20] has noted that this issue undermines accountability mechanisms and
may also give rise to risks, including the misuse of mental health chatbots [21] and ethical violations in
automated cognitive therapy [23]. These findings are particularly concerning when viewed through the lens
of global health equity. Drawing on the work presented in [1], [35], this study proposes that mental health Al
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trained on data from Western populations will systematically distort the psychological presentations of
individuals from non-Western cultural backgrounds. Existing technical approaches, including differential
privacy and federated learning, can only resolve part of this problem. Only by advancing the diversification
of datasets and embedding cultural sensitivity can the inequality that Al may amplify be eliminated, and
cultural adaptation is a necessary prerequisite to achieve this goal.

3.2.5. Inclusivity and fairness

Previous studies, including [19], [25]-[27], [24], all focus on inclusion and equity in the field of
digital mental health, and analyze the technological gains and losses of different population groups across
three major dimensions. Among these, the findings of three sub-studies are particularly critical: in study
[24] note that continuous digital phenotyping tools carry privacy risks, and argue that the design of such
tools must balance clinical utility and personal autonomy; in study [25] find that recommendation systems
for mental health applications prioritize user engagement metrics, which inadvertently narrow the scope of
users’ available treatment options; in study [26], from an opposing perspective, propose an ethics of care,
arguing that digital inclusion designs for marginalized groups must center empathy and cultural
responsiveness. Existing research has identified three categories of fairness risks in the cross-cultural
application of digital mental health tools: in study [36] points out that most such tools are developed based
on Western mental health frameworks, and cannot adapt to the core experiences of non-Western groups,
including their expressions of distress and help-seeking behaviors; in study [27] find that passive
self-tracking applications used for depression detection carry epistemic injustice, which leads them to
misinterpret the self-cognition of marginalized groups; if algorithms incorporate geographic location
and other factors as predictive variables, they will also embed structural disadvantages into clinical
decision-making, generating biased diagnoses [35].

This study organizes and integrates existing research findings in the field of digital mental health. It
corrects the erroneous misconception that inclusivity and equity are marginal ethical considerations for this
field, and proposes that the two are the core foundations that underpin the legitimacy of the digital mental
health sector. The study holds that all relevant work must engage with diverse communities, align with local
cultures, and reject superficial adaptation of Western models. Failure to meet these requirements will lead to
severe consequences, including fragmented services and systematic gaps in service quality.

3.3. The global ethical divide and implications for policy and practice

The core argument of this study is that in the field of global digital mental health service
governance, long-standing unresolved ethical divides persist between Eastern and Western countries, a
judgment that is corroborated by prior supporting research [1]. This study analyses the geographic
distribution of 20 existing studies in the field and finds that as many as six of these studies originate from the
US. This confirms that knowledge production in this field is highly concentrated in high-income countries,
which aligns with the universal characteristic of the global knowledge production system that prioritizes
Western perspectives and regulatory models.

Currently, the development of global privacy protection frameworks exhibits notable regional
differences. The US and the EU have already established well-developed privacy regulations, including
frameworks such as HIPAA and GDPR, whereas non-Western countries like Malaysia and South Africa
are still working to develop comparable systems. Practitioners in these regions, facing a lack of clear
guidelines, struggle to address the complex ethical challenges emerging from the local implementation of
digital services.

This study contributes to the core research propositions in the field by adding a temporal
perspective. An analysis of academic publishing trends reveals a sharp increase in the number of publications
in this area since 2020. As noted in [36], the COVID-19 pandemic acted as a critical real-world test for
scientific research practices, bringing ethical issues that were previously theoretical into practical application.
This study suggests that strong research interest in the field will persist through 2023 and 2024, with ethical
considerations now firmly integrated into its ongoing development. Through an integrative analysis of the
core theme of the present study, the authors of this paper extract three interconnected practical insights for
the on-the-ground implementation of digital ethics in the mental health field. First, there is an urgent need for
international collaboration led by the World Health Organization (WHO), Association of Southeast Asian
Nations (ASEAN), and the African Union to develop universal ethical principles adapted to different
regulatory and cultural contexts. Second, practitioner training must expand beyond the scope of clinical
competence to add new content covering digital ethics, data security, and cultural sensitivity for online
scenarios. Western countries have already integrated such digital competencies into mental health training,
while non-Western countries generally lag in this regard. Third, ethics governance must shift from a passive
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response to proactive risk prediction. For Al and digital phenotyping technologies, risks must be anticipated
before large-scale deployment, rather than remediated after harms occur.

4. CONCLUSION

The overarching theme of this scoping review is the ethical implications of delivering mental health
counselling through digital means. From data security to the integrity of patient-clinician relationships, this
theme addresses how the shift from in-person to digital settings introduces new ethical dilemmas. Although
the existing literature extensively discusses privacy, data security, and informed consent, several gaps
remain. There is limited research on empirical studies conducted in this area, as much research has been
based on conceptual reviews. This limitation also revolves around the localization of digital mental health
tools to suit diverse cultural backgrounds. Most interventions and ethical frameworks are based on Western
models, leaving non-Western cultural implications underexplored. Although studies have addressed the
ethical concerns of using Al chatbots and phenotyping tools, there is little long-term data on how these
technologies affect mental health outcomes and patient autonomy over time. Although there is an
acknowledgement of the digital divide, few studies have proposed actionable solutions to mitigate inequities
in access to digital counselling, especially in low-resource settings. Further research is needed on how the
shift to digital counselling affects the traditional patient-clinician relationship, especially in long-term
therapeutic settings. Balancing innovation with ethical standards is a consistent theme, mainly to ensure
equitable access and protect vulnerable populations.
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