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 The development of grid-tied photovoltaic (PV) systems in tropical regions 

remains a strategic focus for achieving sustainable clean energy. However, 

energy conversion efficiency is often hampered by fluctuations in panel 

surface temperature and electrical faults. To ensure long-term system 

reliability, this study implements a multi-level redundancy architecture 

integrated with dynamic internet of things (IoT) monitoring for fault 

mitigation in grid-tied PV systems. The system employs a machine learning 

(ML) method using the k-nearest neighbors (KNN) algorithm for thermal 

classification, achieving an accuracy of 84% in identifying normal (25 °C to 

35 °C) and overheating conditions. Furthermore, an electrical redundancy 

layer is designed with an automatic tripping mechanism that activates when 

the current exceeds a 1.30 A threshold, demonstrating a rapid response 

latency of 150 ms. To ensure monitoring resilience, the system is supported 

by a dedicated 18650 Li-ion battery backup. The implementation results 

confirm that this multi-level protection framework effectively monitors real-

time energy usage, prevents critical component damage, and enhances the 

overall safety of household-scale PV installations. This research provides a 

scalable and intelligent solution for fault mitigation, supporting the broader 

adoption of renewable energy in tropical environments. 
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1. INTRODUCTION 

Indonesia’s solar energy potential is enormous, opening up significant opportunities for 

breakthroughs in grid-connected photovoltaic (PV) installations. Its favorable climate and abundant natural 

resources have led to the rapid advancement of PV utilization, driven by its environmental friendliness and 

ease of operation [1]−[3]. Therefore, the development of PV for public use must be properly utilized [4], [5]. 

However, significant challenges in the field hamper the PV energy conversion process, particularly dust 

accumulation and excessive heat on the panel surface, which exhibit a linear relationship in reducing 

conversion efficiency [6], [7]. These conditions negatively impact the distribution of energy from PV to 

household electrical loads, resulting in suboptimal panel efficiency [8]−[10]. Meanwhile, the implementation 

https://creativecommons.org/licenses/by-sa/4.0/
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of grid-connected PV systems [11]−[13] is highly sought after due to its potential to reduce electricity bills 

and provide a solution amidst economic challenges. Complex issues that must be considered are fault 

mitigation and protection system control in grid-connected PV installations. Common damages such as 

overloads, direct lightning strikes, or potential house fires often occur due to standard installations that do not 

comply with the electrical safety provisions and procedures established by the International Electrotechnical 

Commission (IEC) standards [14]−[16]. This non-compliance is crucial for the safety and optimization of 

household electrical installations and equipment usage, and impacts the instability of PV energy conversion 

in home power supplies [17], [18]. Despite recent advances in internet of things (IoT)-based monitoring 

using sensors such as the PZEM-004T and ESP8266, most existing systems focus on only one layer of 

protection (thermal or electrical only) and often lack automatic fault mitigation. There is a clear research gap 

in integrating these two layers into a unified architecture that remains operational during power outages. 

Therefore, to ensure the safety and reliability of PV systems, an approach that integrates multiple layers of 

protection, or multi-level redundancy, is needed. 

The first step in addressing this issue is optimizing PV energy conversion by recognizing and 

managing panel surface temperature patterns. Machine learning (ML) methods were chosen for their rapid 

and effective pattern recognition, particularly from image data captured using thermovision technology 

[19]−[21]. The recorded data was processed using the k-nearest neighbors (KNN) algorithm to determine 

accuracy, precision, recall, and F1-score [22]. This data processing provides solutions to temperature issues, 

such as identifying temperatures outside the ideal range of 25 °C to 35 °C, allowing the system to 

immediately provide information to optimize electrical energy conversion [23]. Furthermore, to implement 

an effective multi-level redundancy layer, the functionality of the grid-connected PV protection system was 

optimized through integrated dynamic IoT monitoring. The system utilizes the PZEM-004T sensor module to 

read vital parameters such as voltage, current, active power, and energy consumption [24]. This technology is 

enhanced with an IoT system, utilizing the ESP8266 module, which enables real-time electrical energy 

monitoring. To ensure system resilience, a dedicated battery backup supply is integrated to maintain 

monitoring functions during critical interruptions. Overall, this system is designed to provide electrical 

protection for grid-connected PV users. This means that when an overload or excessive current occurs  

(such as an automatic disconnection based on readings outside the set electrical parameters), the system will 

automatically cut off the current [25]. Based on this, this research contributes to an integrated thermal 

redundancy layer using KNN-based classification with thermovis data, followed by an electrical redundancy 

layer through IoT-based automatic relay protection, and a battery-powered control system for uninterrupted 

monitoring. This monitoring data can be accessed through PC and Android applications, providing a 

comprehensive solution for optimizing energy conversion from PV and ensuring safe electricity use in  

grid-connected installations. This integrated approach significantly improves the reliability and safety of 

household-scale PV systems in tropical regions. 

 

 

2. METHOD 

The thermal redundancy layer relies on dynamic IoT monitoring and ML to ensure early fault 

detection. The dataset used in this study consists of 300 thermovision images, which were captured under 

varying environmental conditions to record temperature patterns on the surface of the PV panels. To evaluate 

the model’s performance and avoid selection bias, the dataset was split into a training set of 210 images and a 

testing set of 90 images, following both 70:30 and 80:20 distribution ratios for comparative validation in the 

developed pattern recognition method. The dataset partitioning was performed randomly to ensure a uniform 

distribution of classes and features across both subsets. The training set was utilized to develop the diagnostic 

model, while the testing set served as a benchmark to evaluate the model’s generalization capability on 

unseen data. This process is then executed using the KNN algorithm with a parameter of k =3, effectively 

classifying temperature conditions as either normal (25 °C–35 °C) or overheating. This classification 

provides a real-time response for thermal damage mitigation. The installation positioning is carefully 

performed using the azimuth and elevation point method to ensure ideal panel orientation, which is crucial 

for energy conversion efficiency as shown in Figure 1. 

Criteria that support optimal system operation and thermal redundancy layer. These criteria include 

a review of environmental parameters and the physical condition of the panels. Monitoring on measurements 

for PV installations and an introduction to solar cell patterns to convert PV energy into electrical energy are 

shown in Figure 2. 

The monitoring system captures environmental data to evaluate system performance. Figure 2(a) 

illustrates the trends of the coefficient of performance (CoP) (ΔT) during the heating and cooling cycles, 

which is critical for understanding thermal behavior. Meanwhile, Figure 2(b) displays the continuous 

measurements of the temperature source [°C], showing the stability of the ambient conditions. For the fault 
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mitigation process, the thermal redundancy layer relies on image acquisition. Figure 2(c) represents the 

captured thermal pattern of a solar cell under normal temperature conditions, serving as the baseline for the 

system. In contrast, Figure 2(d) highlights the solar cell temperature pattern during hot or overheating 

conditions, where potential damage is identified. These captured images are then processed using the KNN 

algorithm to classify the health status of the PV system based on these specific patterns. 
 

 

 
 

Figure 1. Strategic location of on grid PV installation in North Sumatra region 
 

 

 

 

(a) (b) 

  

  
(c) (d) 

 

Figure 2. Monitoring on measurements for PV installations and introduction of solar cell patterns to convert 

PV energy into electrical energy, (a) CoP (ΔT) heating/cooling, (b) temperature source [°C], (c) solar cell 

temperature conditions when the surface temperature is normal, and (d) solar cell temperature conditions 

when the surface temperature is hot 
 

 

The final stage of the methodology focuses on the implementation of the electrical redundancy layer 

through an IoT-based protection system for grid-tied PV systems. The model is developed using PZEM-004T 

sensor connected via an ESP8266 module for real-time monitoring of vital electrical parameters. To ensure 

control system resilience, a dedicated 18650 Li-ion battery backup is integrated to provide a secondary  

power level, ensuring the IoT monitoring unit remains active during grid faults. The protection system is 

equipped with a relay control as a disconnect mechanism. The relay is set to automatically trip when the 

sensor detects an excessive current of 1.30 A or other abnormal conditions. Experimental validation shows 

that the relay tripping mechanism achieves an average response time latency of approximately 150 ms, 

ensuring rapid fault isolation and installation safety. All data from both redundancy layers are integrated and 

monitored in real-time via PC and Android applications. The architecture diagram of the grid-tied PV system 

integrated with the dynamic IoT-based electrical redundancy protection system for damage mitigation is 

shown in Figure 3. 
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Figure 3. Resilient multi-level redundancy architecture featuring 18650 Li-ion battery backups for 

uninterruptible dynamic IoT monitoring 

 

 

The integrated sensor protection system design is implemented as a crucial layer of multi-level 

redundancy to prevent damage to electrical equipment and as a detector for power outages. The system 

operates using an IoT connection on a grid-connected PV installation, as illustrated in Figure 3. Technically, 

this dynamic IoT monitoring is built around a node microcontroller unit (NodeMCU) microcontroller 

(ESP8266). The system’s power supply installation involves connecting voltage at the common collector 

(VCC) and ground (GND) via a step-down module to the Vin and GND pins on the NodeMCU, ensuring a 

stable power supply. The NodeMCU serves as the main processing unit to monitor, control, and activate the 

protection layer. The PZEM-004T module is connected to the NodeMCU via the RX and TX pins to read 

vital electrical parameters (voltage, current, active power, and energy) in real-time. This data forms the basis 

of the dynamic monitoring system. A relay is connected to the NodeMCU and serves as the main breaker. 

The system is configured to operate on a household-scale active power of 900 VA. When the sensor detects 

an electric current exceeding the safe limit of 1.30 A, the NodeMCU will activate the relay, which will then 

trigger the miniature circuit breaker (MCB) system to cut off the electric current. This fast mechanism is a 

crucial layer of electrical redundancy. In addition to the protection function, the voltage, current, and power 

data on the grid-connected PV system can be monitored in real-time through the IoT system connected to the 

NodeMCU ESP8266, with light emitting diode (LED) indicators indicating the activation of the protection 

system and an active WiFi connection. 

The electrical redundancy layer operates on the principle of an adaptive overcurrent relay (OCR). 

The relay tripping time (T) is determined by the magnitude of the fault current (Ifault) compared to the set 

pick-up current (Ipick). The equation used to calculate the OCR relay tripping time is as in (1). 

 

𝑇 =  [
𝐴

𝐼𝐹𝑎𝑢𝑙𝑡
𝐵

𝐼𝑃𝑖𝑐𝑘
−1

] TMS (1) 

 

Then, to classify the PV panel temperature into normal (c1) or Hot (c2) conditions, the ML model 

uses the KNN algorithm. KNN works based on the majority classification rule, where the class of the test 

data is determined by the majority class of it is KNN. Mathematically, the KNN majority classification rule is 

defined as in (2). 

 

𝑌 −
arg 𝑚𝑎𝑥

𝑐∈𝐷𝑜𝑚(𝑌)
 ∑ 𝐼(𝑌𝑖 = 𝑐)𝑋𝑖∈𝐾𝑁𝑁(𝑇)

 (2) 

 

The performance of the KNN algorithm can then be improved by applying a weighted classification 

rule. This method can assign greater weight to the nearest neighbors of the test data, thereby increasing 

sensitivity to local anomalies. One implementation of distance-based weighted classification is shown in (3). 

 

𝑌 −
arg 𝑚𝑎𝑥

𝑐∈𝐷𝑜𝑚(𝑌)
 ∑ 𝐼(𝑌𝑖 = 𝑐)𝑋𝑖∈𝐾𝑁𝑁(𝑇)

(1 −
𝑑(𝑋𝑖,𝑋

𝑑𝑀𝐴𝑋
) (3) 
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3. RESULTS AND DISCUSSION 

PV is a major supplier to reduce household electricity consumption, which is essential to minimize 

electricity bills. The development of grid-connected PV using IoT technology is an innovative solution in 

efficient and environmentally friendly energy management today. This study tested the implementation of 

multi-level redundancy for damage mitigation through the integration of intelligent protection systems and 

thermal performance monitoring. Dynamic IoT monitoring is set up with NodeMCU ESP8266 as the central 

controller, receiving power data from the PZEM-004T module. Wi-Fi connection allows real-time 

monitoring and analysis of electrical load power via smartphones and personal computers. The test results 

cover several main aspects. First, the reliability of the NodeMCU ESP8266 microcontroller is validated by 

measuring the transmitted data (kb) and received data (bytes) parameters. Second, the thermal redundancy 

layer is tested by capturing panel image data to recognize hot and normal temperature patterns using ML, 

enabling control of damaging overheating. Third, the electrical redundancy layer was validated by testing the 

accuracy of the PZEM-004T voltage, current, and power measurements compared to a standard multimeter. 

Finally, after data accuracy was verified, a functional test of the protection system was conducted to measure 

the relay’s optimality as a primary power breaker and connector (with the MCB functioning only as backup 

protection in abnormal conditions). 

 

3.1.  Dynamic internet of things sensor protection system performance and accuracy validation 

To connect to the web, this tool uses a NodeMCU ESP8266 microcontroller by considering using 

PV and without using PV. The NodeMCU ESP8266 microcontroller usage system is calibrated in an effort to 

ensure the reliability of the data accuracy system sent and received so that it is more valid for use in testing 

sensors connected to the IoT. The results of the transmitted data (kb) and received data (bytes) measurements 

in the NodeMCU ESP8266 test are shown in Figure 4. 

 

 

 
 

Figure 4. NodeMCU ESP8266 communication reliability validation 

 

 

Validation of dynamic IoT monitoring begins with reliability testing of the NodeMCU ESP8266 

microcontroller as the system’s communication core. This testing is crucial as data transmission stability is a 

prerequisite for real-time damage mitigation decisions. Data from five experiments show an average of  

1.74 kb of transmitted data and 38.6 bytes of received data. It is observed that the NodeMCU operation 

exhibits a consistent and stable response to the data volume. This communication quality is reinforced by the 

analysis of Figure 4, where the probability plot confirms that the communication data is normally distributed 

as the P-values for transmitted data (0.476) and received data (0.363) are both greater than 0.05. The high 

reliability and performance stability of the NodeMCU ESP8266 validate its role as a solid communication 

foundation for the effective implementation of a multi-level redundancy protection system on grid-connected 

PV. Then, an accuracy test was conducted using a multimeter to validate the performance of the PZEM-004T 

module as the main input sensor for the dynamic IoT-based protection system. This validation is essential to 

measure how accurately the PZEM-004T reads energy conversion parameters (voltage, current, and power) 
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generated by a grid-connected PV system. Sensor accuracy ensures the reliability of data that triggers damage 

mitigation actions. A comparison of the results of voltage, current, and power parameter measurements 

between the multimeter as a reference and the PZEM-004T module is presented in Figure 5. 

The results of the PZEM-004T sensor calibration test, presented in Figure 5, demonstrate a high 

level of accuracy when tested against a 900 VA household electrical load connected to a PV installation. The 

comparison is detailed across three parameters: Figure 5(a) illustrates the voltage measurement correlation 

with an average error of only 0.23%, Figure 5(b) depicts the current measurement correlation with an average 

error of 1.79%, and Figure 5(c) shows the power measurement correlation validating the overall energy 

conversion consistency. This high level of precision is crucial as the sensor serves as the primary input for 

damage mitigation decisions, with results remaining well within the IEC standard tolerance limits of ±2.5% 

for voltmeters and ±3.2% for ammeters. Since the sensor accuracy has been validated, the system proceeded 

to the functional performance testing of the electrical redundancy protection layer by evaluating the relay 

response time, which achieved a tripping latency of approximately 150 ms. Since the sensor accuracy has 

been validated, the system proceeded to the functional performance testing stage of the electrical redundancy 

layer protection system by testing the relay performance, as shown in Figure 6. 

 

 

  
(a) (b) 

  

 
(c) 

 

Figure 5. Comparison analysis of average percentage error for electrical parameters between the PZEM-004T 

sensor and a calibrated multimeter (a) voltage measurement consistency, (b) current measurement 

consistency, and (c) power measurement consistency 
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The functional performance testing of the electrical redundancy layer aims to validate the system’s 

ability to automatically perform damage mitigation by tripping the relay when the load current exceeds a safe 

limit. The graph in Figure 6 visualizes the relay action relative to the tripping threshold of 1.30 A. The 

protection system was shown to function reliably in experiments 1, 2, and 4, the load current was below 1.30 A, 

and the recorded status was relay on, indicating no false tripping. In contrast, in experiment 3 at 1.35 A and 

experiment 5 at 1.40 A, the current exceeded the threshold, and the system immediately responded by 

activating the relay off action, which was confirmed as a relay trip. This fast and timely relay action proves 

that the electrical redundancy layer works effectively as a smart circuit breaker, which is a crucial success in 

achieving the damage mitigation goal and supporting the multi-level redundancy architecture. 

 

 

 
 

Figure 6. Performance graph of relay tripping action against current threshold (trip threshold 1.30 A), 

validating the electrical redundancy layer 

 

 

3.2.  User interface design for dynamic IoT monitoring and crash mitigation notification 

A graphical user interface (GUI) is designed to facilitate dynamic IoT monitoring of grid-connected 

PV performance. This monitoring is done through a web-based dashboard such as Thinger.io, which is 

directly connected to the IoT system. The Thinger.io dashboard is not only designed to display basic 

electrical data such as voltage, current, and power to monitor energy consumption management, but most 

importantly, it also functions as a multi-level redundancy notification center. The GUI displays the real-time 

status of both mitigation layers: the tripping relay status (electrical redundancy) and temperature anomaly 

alerts detected by ML (thermal redundancy). This functional dashboard design is illustrated in Figure 7. 

The implementation of the integrated electrical redundancy protection system is visualized through 

the dynamic IoT monitoring dashboard in Figure 7. This architecture utilizes two separate relays to ensure 

system reliability, forming the core of the multi-level redundancy framework. Relay 1 functions as the main 

breaker, while relay 2 acts as a backup protection layer should relay 1 fail to operate during an overcurrent 

event. The system is specifically programmed to trigger damage mitigation actions when the current exceeds 

the safe limit of 1.30 A. As shown in the dashboard, vital electrical parameters are tracked in real-time: 

Figure 7(a) displays voltage fluctuations, Figure 7(b) monitors current surges, and Figure 7(c) tracks power 

consumption. Beyond real-time monitoring, the integration of IoT via the Thinger.io platform enables the 

analysis of historical energy consumption and early detection of abnormal surges. This dual-relay mechanism 

and predictive monitoring capability significantly reduce the risk of damage to electrical components in  

grid-tied PV systems. 

 

3.3.  Machine learning model design for photovoltaic temperature anomaly detection 

The use of ML is crucial for determining patterns in energy conversion and detecting temperature 

anomalies that could potentially cause damage. This thermal redundancy layer is realized through collection 

of thermal image data obtained from thermovision technology. In this study, a dataset of 300 thermovision 

images was utilized, consisting of 210 images for the training set and 90 images for the testing set  
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(70:30 ratio). To ensure a uniform distribution of features and avoid selection bias, the dataset partitioning 

was performed randomly. The main purpose of collecting this PV conversion image data is to analyze the 

efficiency and impact of weather fluctuations on temperature. The study focused on developing an ML 

method by selecting the KNN algorithm with a parameter of k=3. The KNN model was trained to classify 

two main conditions: normal temperature (25 °C to 35 °C) and overheating (hot cell) during energy 

conversion. The performance of the KNN model was evaluated by comparing predicted data with actual data, 

as visualized in the performance graph in Figure 8 and the confusion matrix in Figure 9. 

 

 

 
(a) 

 

 
(b) 

 

 
(c) 

 

Figure 7. Dynamic IoT monitoring dashboard (Thinger.io) view showing the real-time parameter acquisition 

for damage mitigation: (a) real-time voltage fluctuations, (b) current (Ampere) monitoring during system 

activation, and (c) power (Watt) consumption data streaming 

 

 

Figure 8 shows the KNN algorithm serves as a thermal redundancy layer to detect temperature 

anomalies. Although Figure 8 shows an initial deviation between the actual and predicted data, the model 

performance is further evaluated using the confusion matrix in Figure 9. The results indicate that the KNN 

algorithm achieves an accuracy of 84%, with a precision of 0.80, recall of 0.78, and F1-score of 0.78. The 

16% misclassification rate primarily occurred during peak solar irradiation hours, where solar reflections on 

the PV glass surface created “thermal artifacts” that interfered with the thermovision sensor’s readings. 

Despite this, an 84% accuracy validates the effectiveness of the KNN algorithm for early-stage thermal 

anomaly detection. This allows for the identification of hotspot risks and decreased energy conversion 

efficiency, effectively supporting damage mitigation and optimizing the PV maintenance schedule. The  

IoT-based PV monitoring study found that this research offers a more comprehensive framework by 

integrating multi-level redundancy architecture (thermal and electrical), which ensures higher reliability than 

a single-layer monitoring system [26]−[28]. 
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Figure 8. The data model of the output data from the KNN algorithm, plotting the actual and predicted values 

 

 

 
 

Figure 9. Confusion matrix values in evaluating the number of correct and incorrect data 

 

 

4. CONCLUSION 

This research successfully demonstrates the implementation and validation of a multi-level 

redundancy protection system supported by dynamic IoT monitoring for grid-tied PV installations. The 

electrical redundancy layer is proven effective through the validation of the PZEM-004T sensor, achieving an 

average voltage error of 0.23% and a current error of 1.79%, ensuring reliable input for damage mitigation. 

The functional performance of relay 1 and relay 2 is confirmed to successfully execute automatic tripping 

actions when the current exceeds the threshold, with relay 2 providing critical backup protection. 

Furthermore, the thermal redundancy layer utilizing the KNN algorithm achieves an 84% accuracy in 

classifying normal (25 °C to 35 °C) and overheating (36 °C to 48 °C) conditions. The integration of these two 

redundancy layers, supported by real-time GUI monitoring and a dedicated 18650 Li-ion battery backup, 

collectively improves system reliability and offers a comprehensive solution to minimize risk in PV 

components. Ultimately, this integrated approach contributes to the advancement of renewable energy 

engineering by providing a scalable, intelligent, and cost-effective fault mitigation framework, particularly 

suitable for ensuring the safety and adoption of household-scale PV systems in tropical regions. 
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